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Taking Command of Your GRC Journey

THE CRITICALITY OF RISK INTELLIGENCE

The next five years will bring even more pressure and greater shifts
in the way governance, risk and compliance (GRC) programs need
to operate to succeed. Not only are regulations and risk
management needs changing, but the technology used to power
businesses is radically shifting. The delineation between digital
strategies and business has disappeared, and any differentiation
between cyber risk and business risk has vanished. Given that
many new business growth strategies rely on technology,
organizations must be able to manage cyber risk as part of their
risk management strategy. GRC programs must create a unified risk
culture and a common language across the enterprise in order to
understand risk in the context of the organization’s overall
objectives. Therefore, effective risk management practices must
address cyber risk and business risk in equal measure and provide
a consolidated view of risk to executives and practitioners.

Today's business environment is fraught with risk. Technology and
eeconomic and market conditions affect organizations on a daily
basis. The constantly changing risk landscape is a leading topic in
headlines, industry forums, media outlets and Board rooms. We are
moving to a world where your risk management approach is not
only your defense against known and unknown risks, but a critical
component of your competitive advantage.

Rather than avoiding risk, organizations need to effectively position
themselves to embrace risk with confidence to successfully seize
growth opportunities in the market.Risk management is becoming
a core capability that separates the winners from the losers.
Organizations that understand and effectively manage risk will
prosper, while those that cannot will fail. Success starts with the
ability to manage risk in a manner that frees up resources to focus
on the company's long term, strategic objectives. Executives need
relevant, up-to-date risk information in order to make the right
decisions and pursue the right opportunities.

With so much change in the risk landscape, organizations need
agile, flexible programs to anticipate and mitigate risk. Without
these programs, a wrong decision could be costly to the business
and the company’s brand reputation. While most organizations
have built out risk processes and programs in one section of the
company, organization are often left with isolated pockets of risk
management, with efforts duplicated or, even worse, skipped
entirely, leaving serious gaps. Insight into risk is often incomplete,
inaccurate or delayed. These factors make it difficult to ensure
accountability and impossible to prioritize where to dedicate
resources. Ultimately, the business does not have the risk insights
needed to make the right decisions to protect company value and
drive growth.

THE ROAD TO MATURITY

No organization can achieve complete visibility into risk. There is no
crystal ball that will magically outline opportunity, map risks, and
provide a distinct, unobstructed path to success. However, there
are specific stages organizations can move through in building Risk
Intelligence.

Siloed Stage: Many organizations are stuck in the most elementary
risk and compliance approaches that attack individual issues within
a stovepipe strategy. This strategy relies on constant fire-fighting
mode for the front line and functional employees. Some silos may
be mature, but some could be missing or just forming. With the
focus typically on compliance and tactical risks, the organization
cannot see beyond the immediate issue. Risk managers are
hunkered down in the trenches with little movement forward,
relying on old fashioned approaches that may get the job done but
will never keep pace in today’'s market.

These organizations need to take this “compliance crush” off the
table and start solving regulatory and industry needs in the most

efficient and effective manner. This requires automating
compliance and building a cohesive strategy to deal with the
compliance "table stakes” of doing business. Compliance
obligations need to be tackled but with an eye towards the future.
Building more silos at this point is futile. Risk and compliance
functions need to focus on where data and processes can be
leveraged, reused and shared and limitations of niche, operational
tools can be overcome. By “Transforming Compliance,” companies
will pave the way to the next stage in their journey.

Managed Stage: Companies in this stage have solved or are well
on their way to solving the compliance conundrum and are
poised to harness risk. Transforming Compliance has resulted in
common policies, standards and controls, an effective control
infrastructure, and efficient methods to measure, monitor and
report compliance state.

Companies in this stage need to become aware of the various risks
they are juggling and put plans in place to manage these risks
within the context of a broader strategy. A key factor in this
evolution is addressing both cyber/technical risk and business risk
with a combined strategy. The business needs to understand the
risks in its technology landscape, and technologists must be active
participants in addressing business risk. The risk program should
be focused on giving the business the insight to navigate major
issues. This progress is being fueled more and more by metrics and
analytical capabilities that provide visibility into risk.

Companies in the Managed stage begin building the bigger picture,
shoring up strong competencies, and bringing weaker elements up
to a stable state. As the GRC program matures, effort begins
shifting from compliance as the key driver to more focus on risk.
The organization eventually reaches a point where the Opportunity
Landscape starts taking shape and the company is then poised to
move to the next stage - Advantaged.

Advantaged Stage: When the organization has mapped out and
conquered the Risk Landscape, they can begin exploring the
“Opportunity Landscape” The organization is now ready to realize
the competitive advantages of harnessing risk - beating
competitors to market, launching new products and services with
calculated efficiencies, and avoiding major issues that affect
reputation and the bottom line. They have turned the corner from
managing “Unrewarded Risk” to benefitting from “Rewarded Risk.”

Organizations in this stage focus on speaking “business language”
rather than “risk language.” They are able to identify and respond
to emerging risks ahead of the curve, using common taxonomies,
common approaches, well-oiled decision-making processes, and,
most importantly, data to support their decisions. This is where the
full power of Risk Intelligence comes to bear, as the organization
explores and exploits the Opportunity Landscape.

IT'S MORE THAN TECHNOLOGY

GRC is not a challenge that can be solved simply with technology. It
is a business imperative that must be addressed through a shift in
focus, priority, and culture within a company that makes risk
management an integral and proactive part of how the company
thinks and acts. This is the Risk Intelligence that will drive your
company's success. By driving better Results and broader Reach,
your GRC program can demonstrate significant Value to your
organization. This requires a GRC maturity journey to take risk and
compliance efforts from Siloed approaches, to consistent Managed
processes, to an enterprise class Advantaged program that provides
the competitive advantages that come with harnessing risk.
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The Disaster Resource GUIDE has been published since 1996 by The Emergency Lifeline
Corporation of Santa Ana, CA. Emergency Lifeline was founded in 1985 by Kathy Rainey in
response to the devastating Mexico City earthquake, with the mission to help organizations,
government agencies and families prepare for earthquakes. The GUIDE is an extension

of that mission and provides valuable resources to businesses and other organizations
worldwide to help them build resilience.

On the Web Visit the Online GUIDE for more on this subject. www.disaster-resource.com
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THE GUIDE ...

Bringing the Whole Industry Together -

Business Continuity * Crisis Management * Disaster Recovery *
Emergency Management ® Enterprise Risk Management ®* Homeland Security

ANNUAL GUIDE

The Disaster Resource GUIDE

Since 1996, the annual GUIDE
has brought together the best
of the best in one single volume.
We go to dozens of conferences
where we find products and
service solutions for real business
needs. All year long, we comb
through periodicals, e-newsletters,
whitepapers and reports for
trends and best practices. We
talk to professionals working at
the local and national level. And
it all comes together each year

in the annual GUIDE. By the way,
you must sign up every year to

get a free copy. Go to www.
disaster-resource.com/freeguide
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Special Edition DR GUIDEs

The Disaster Resource GUIDE is
growing to meet the changing needs
of the Business Continuity, Emer-
gency Management and Homeland
Security marketplace. The annual
GUIDE covers six content categories
and includes an extensive directory
of organizations, products and ser-
vices. Special edition, single-focus
DR GUIDEs will be published sev-
eral times during the year. If your
organization would like to sponsor
a Special Edition topic, email us at:
publisher(ddisaster-resource.com.
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The Continuity eGUIDE

On Wednesdays, the Continuity
eGUIDE provides a concise snap-
shot of the business continuity and
emergency management industry
from around the world right down
to the local level. Based on the
philosophy of “working together’,
the eGUIDE integrates, consoli-
dates and communicates resources
from organizations that are lead-
ers in business continuity, risk
management, crisis management,
emergency response, and disaster
recovery. For a free subscription
go to www.disaster-resource.com/

freequide

Crisis Communications & Response
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The Online GUIDE

At your fingertips, you will find links
to all the important places. Looking
for a product or service? You can
search by vendor or by product cate-
gory. Want to know the best articles
published in the past 12 months?
We list articles from a dozen peri-
odicals and include links directly
to the articles in many cases. Our
industry organizations directory
includes more than 300 updated
groups. On our homepage you will
find new articles and press releases
which are updated on a regular
basis. Come to the online GUIDE

- we’ll be sure you stay connected!
www.disaster-resource.com

< Core Content Areas

From the Publisher

DECREASE RISK.
INCREASE
RESILIENCE.

The devastating 1985 Mexico City earthquake
highlighted the need for preparedness and
preplanning. Human suffering and business failures
could have been significantly reduced if emergency
preparedness and business continuity planning had
been a pre-earthquake priority.

The event was a career-changer for me. | began
to research and aggregate solutions for preparedness, prevention,
mitigation, response and recovery. As | uncovered “treasures”, |
became passionate about communicating these resources to the
public and private sectors.

In the early 90s we worked to integrate the disciplines of emergency
management and business recovery. 20+ years later we need a larger
umbrella to integrate incident management, business continuity, crisis
management, enterprise risk, governance and compliance.

Our mission is to consolidate and communicate resources to help
decrease risk and increase resilience in every corner of a business and
community. This Operational Resilience edition is the first of a series
focused on resilience.

| like this definition from Gartner, a leading information technology
research and advisory company:

“Operational resilience is a set of techniques that allow people, processes
and informational systems to adapt to changing patterns. It is the ability to
alter operations in the face of changing business conditions. Operationally
resilient enterprises have the organizational competencies to ramp up

or slow down operations in a way that provides a competitive edge and
enables quick and local process modification”.

The Future is Community

Publishing has changed during the past 30 years, with content growing
exponentially. Today the GUIDE has unprecedented opportunity to curate
and present the best of the best solutions via an online platform where
professionals connect and collaborate 24/7. We believe the future growth
for our industry will be linked to building a community of BC/DR/EM/RM/
GRC professionals who will connect, create and collaborate online.

We are working to create a community called the Risk & Resilience HUB.
Want to know more? Will you join us?
Let me hear from you via email, publisher(ddisaster-resource.com

Kathy Gannon Rainey
Publisher

OPERATIONAL RESILIENCE 7



SUPPLY CHAIN RISK

BY LYNDON BIRD

The exact nature of Organizational Resilience and how it differs from traditional Busi-
ness Continuity has generated much heated debate and very few definite conclusions
over the past five years. One concept most agree on is that resilience is more than
responding to disruptive incidents. It is about being agile and having the embedded
capability to adapt to changing circumstances. Whilst it is clearly not possible to be
resilient without continuity, a resilient organization achieves that continuity mainly

through pro-active cultural change rather than through fixed response plans.

8 DISASTER RESOURCE GUIDE SPECIAL EDITION



This becomes a very important distinc-
tion when looking at Supply Chain
risk. While a company may have many
vendors, for most companies there are
a few very critical ones and probably a
significant number of important ones.
Beyond that there may be thousands of
providers of minor services and routine
goods. From a resilience perspective,
we need to understand which supply
chain interruptions can harm us and
which can be handled routinely as part
of normal daily operations. A good
BCM program will tell us which ven-
dors, bought-in services, raw materials
and logistics are critical. We will also
know how long we can operate without
such services and what we will do to
prevent that time period from being
exceeded. I would argue that a totally
resilient organization would handle
all of its supply chain disruptions as
“business as usual” without invoking
any formal Crisis Management or BC
Plan. Few companies could claim to be
at this level today and it will probably
remain an aspiration rather than a
reasonable target for most.

However, the importance of mang-
ing Supply Chain risk effectively has
wider implications than the success or
failure of an individual enterprise. The
UK Government publishes a National
Security Strategy Report every five
years in which it articulates the biggest
risks facing the country. In the 2015
version, it identified what it called the
four “Tier 1 Threats” to the UK as a
whole. These were physical terrorism,
cyber (crime, espionage, terrorism),
state-based hostile actions and the ero-
sion of rules-based international order.
It takes little imagination to realise
that the current global supply chain
model is massively at risk from all of
these threats. This is implicitly recog-
nized in the report with supply chain
weaknesses identified as the major vul-
nerability that could be targeted by
any or all of those Tier 1 threats.

Although the UK is particularly open
in publishing this type of assessment,
it is certain that these views will not be
significantly disputed by other govern-
ments, given that supply chain risk is
a totally interconnected and genuinely
global issue. The problem that demo-

cratic governments face, however, is
that although they have the power to
make policy in this field, the actual
resources (food, fuel, power, medicine,
accommodation, cash) that are needed
to implement that policy are mainly in
private hands. In any situation short of
war or a declared national emergency,
elected governments cannot direct the
private sector to do anything except
that required by law or regulation.
There are many examples of private
firms delivering impressive levels of
support, on a voluntary basis, to the
population following major disasters
- with Walmart’'s work after Katrina
often being quoted as one of the most
inspiring. Realistically, it is perhaps
unsurprising to see businesses respond-
ing well in such circumstances - but
disasters of that scale are fortunately
still relatively rare. The level of part-
nership needed between government
and business to tackle global supply
chain risk and make an entire country,
its citizens and its wider economy more
resilient is, unfortunately, greater than
most countries are willing to support.
The investment required is much less
compelling than the response triggered
by a high profile incident. Hence it is
much harder to maintain the necessary
focus and support required from pri-
vate industry to achieve any significant
cultural change at the Board level.

The argument that governments
usually make is that supply chain
interruption puts the country at serious
risk of critical national infrastructure
failure, exposes weaknesses in security
and emergency services, causes unem-
ployment and social unrest if leading
industrial companies fail (not to men-
tion the shortfalls in tax collected) and
damages the nation’s overall reputa-
tion if it is unable to function orderly
and effectively.

So why are we in this state? Tech-
niques such as Just-In-Time, Lean
Manufacturing and Offshoring have
boomed over the past two decades,
resulting in cost benefits that are easy
to calculate because they are almost
entirely quantitative. Generally, the
risks of longer and more complex
chains are also well recognized. How-
ever, since no one can really prove if

and when those risks will materialize,
the arguments in favour of mitigation
strategies that cost money tend to be
subjective and easier to ignore. So we
need to be clear in our arguments to
senior executives; complex chains are
difficult to monitor or manage in any
meaningful sense, with full transpar-
ency across the entire chain impossible
to achieve. Cost saving has resulted in
more risk acceptance, with service and
quality inherently compromised. Glo-
balization is inevitable, but needs to
be managed more proactively and with
more strategic oversight.

Typically, the three
most important
reasons for supply
chain disruption

are unplanned IT/
telecoms outages,
cyber-attacks/
data breaches and
adverse weather.

It is becoming fashionable to see
globalization as the root cause of the
problem and “jobs for our people”
is being advocated by some leading
politicians in both the US and Europe.
However, it is difficult to see that
enough political pressure could be
exerted on massive global corporations
to reverse this trend. Shorter supply
chains and localization works well in
some niche markets, but it is not the
fundamental direction of travel for the
world economy.

What cannot be really disputed is
that all organizations (commercial,
public or charities) have vendors on
whom they rely. Even those who are
not in the business of moving physi-
cal assets around have key vendors
like utility suppliers or outsourced
operational activities. A number of
international surveys have been under-
taken over the past few years, all of
which show similar results. Typically,

CONTINUED ON PAGE 10

OPERATIONAL RESILIENCE 9



CONTINUED FROM PAGE 9

the three most important reasons for
supply chain disruption are unplanned
IT/telecoms outages, cyber-attacks/
data breaches and adverse weather or
“natural” disasters such as earthquakes.
Interestingly, of course, this is pretty
much the same list that similar orga-
nizations quote when asked about risks
to their own operational continuity.
However, when you look beyond the
headline threats, there are often many
risks which are particularly driven
by the complexity of supply chains.
Among these are arbitrary boundary
closures due to migration pressure,
transportation disruption, outsourcer
commercial failure, labor disputes, dif-
fering laws and regulations, quality
faults causing product recall, business
ethics violations and failure to protect
intellectual property rights. All of
these risks grow rapidly as suppliers
become more geographically diverse
and less directly controlled by the
parent or sponsoring organization.
While such risks can be relatively
easily managed in a domestic market,
globalization provides almost unlim-
ited potential for accidental failures or
complex, deliberate criminal activity.
Additionally, the scrutiny placed upon
all firms today by the ever-present
social media creates an ever increasing
need to understand what is happening
in the wider supply chain. Now a sin-
gle incident in a tier 4 supplier in the
developing world can almost overnight
destroy reputations for social responsi-
bility that a firm may have taken many
generations to build.

What can we do about it? As indi-
vidual managers in companies of all
sizes and types we are not able to
solve this problem alone. Nevertheless,
the techniques that we have devel-
oped over many years in our business
continuity programs act as our best
starting point. The five-point plan
below might help organizations get a
grip on this key issue.

Build on your Business Impact

Analysis (BIA). Use the
definitions and thresholds to categorise
vendors (or specific purchased items) as
you use to identify processes or activi-
ties in a regular BIA.

same

10 DISASTER RESOURCE GUIDE SPECIAL EDITION

Classify your vendors on potential
operational impact. Measure that
impact exactly the way you would

for loss of an internal system. Talk to
your procurement people about your
findings but do not use their vendor
classification which will be usually
based on spend or some subjective
risk assessment.

Develop individual collaborative

strategies for “show-stoppers”.
There are probably a very small
number of “stop-stoppers”. These are
most likely to be strategic outsourced
operations or a unique component/
feedstock needed by manufacturing
or process plants. There is no simple
way around this; you cannot just rely
on contracts or SLA’s and you must
work individually with such vendors
to find joint working methods that
guarantee product or service avail-
ability. You must genuinely see your
supplier as an equal partner — and
treat them accordingly at all times.
Some partnerships fail, of course, but
even then you need to know how you
would manage the “divorce”.

Agree on measurable resilience

criteria for important vendors and
monitor them. It is not feasible to
give this group the same individual
attention as above, although you
must agree in contracts your expecta-
tion from them in all circumstances
including disasters to you (additional
support perhaps needed) and disasters
to them (your importance in their
recovery plan). You should look for
proof of their reliability and capability

to deliver in exceptional circumstances
and agree on a monitoring schedule
to ensure they continue to meet your
expectations on an ongoing basis.
Certification against an appropriate
standard might help but is not suf-
ficient proof in its own right that
they will be able to supply you in all
situations. Generally, single source
suppliers should be discouraged and if
possible a geographically better spread
of strategic inventories introduced.

Work with procurement to define

potential operational impact for
new vendors. New vendors need to be
assessed against resilience criteria as
well as financial criteria. Co-operation
between procurement and resilience
professionals is essential in setting
such criteria. This might prove chal-
lenging, as resilience often adds some
degree of cost.

The final sentence in point 5 (above)
is perhaps the true measure of how
resilient an organization really wishes
to be and how mature it is in under-
standing the global problems it faces
and the ultimate consequences of not
investing in resilience.

ABOUT THE AUTHOR

Lyndon Bird, (Hon] FBCI, has worked exclusively
in Business Continuity since 1986. He chairs
the Future Vision Committee for New York-
based DRI International and edits the quarterly
“Journal of Business Continuity and Emergency
Planning”. He is also well known internationally
for his former role as Technical Director of The
Business Continuity Institute from 2006 to 2014.
He can be reached at lbird@drii.org.
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IT COM

LEXITY AND

»
THE RISK OF IT FAILURE

BY JON TOIGO

For the past few years, the unabashed enthusiasm
around clouds, virtualization and software-defined
everything has led to some unfortunate side effects. One
is the suspension of disbelief around the vulnerability of
all of this “new” architecture to unplanned interruption
events. Even today, it is not uncommon to read a trade
press article or listen to a conference speaker claiming
that disaster recovery is obsolete - replaced by the high
availability architecture of the cloud era. Nice if it were

true, but it really isn’t.
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A year or two back, when we were
calling cloud-based computing infra-
structure “Infrastructure as a Service”
or IaaS, the National Institute of Stan-
dards and Technology (NIST) did a
fair job of taking the hype down a
few pegs. They noted that it would
be wonderful when servers were all
virtualized and when networks and
storage were all software-defined, and
when administration and orchestration
tools had been developed to the point
where they could effectively automate
many of the functions for provisioning
hardware and software resources to
workload.
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FIGURE 1: NIST model for virtualized/software-defined resource pools.
SOURCE: The Data Management Institute LLC. All Rights Reserved.

They were also careful to describe the
reality of the situation. Cloud actually
did nothing to change the requirements
for operating an enterprise class data
center. Doing IaaS, or Platform as a Ser-
vice (PaaS) or Storage as a Service (SaaS)
required a number of layers of opera-
tions and management tasks — most
of which were familiar to data center
operations staff and management.

SERVICE ORCHESTRATION
LAYER

laaS Paa$ Saa$

And, of course, whether the data
center was of the “private cloud” vari-
ety — servicing the needs of internal or
corporate users solely — or a “public
cloud” — providing services to numer-
ous subscribers on a multi-tenant basis
— there were still a set of overarching
business management functions that
would need to be attended to. NIST
called them a “service delivery layer.”

MANAGEMENT OPERATIONS

The point that NIST researchers
were making was that not all that
much had changed from a procedural
or process perspective between legacy
and cloud-based data centers. Other
commentators added that the most
significant change was that new tech-
nology — mainly software stacks — were
being introduced at a breakneck pace.
Whenever this happens in IT history,
the propensity for unplanned inter-
ruption events (aka disasters) generally
becomes more likely than less.

Part of the explanation, of course,
is the “learning curve” confronting
those who must deploy and administer
the new technology. Making new
technology do what it says it does
in the brochure is often a challenge.
Absent a pedigree or experiential
“best
practices,” and absent any sort of

record on which to base
agreed-upon definitions or standards,
the IT administrators must work
their way through technology by old
fashioned trial and error.

Today, after neatly 11 years of trying,
server virtualization advocates have

CONTINUED ON PAGE 14
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FIGURE 2: Management and Operations tasks also need to be performed in the cloud data center.
SOURCE: The Data Management Institute LLC. All Rights Reserved.
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FIGURE 3: The service delivery layer is also required for cloud-based infrastructure delivery.

SOURCE: The Data Management Institute LLC. All Rights Reserved.

STATE OF WORKLOAD VIRTUALIZATION
AND SERVER INFRASTRUCTURE

% SERVERS HOSTING
VIRTUALIZED WORKLOAD

% SERVERS HOSTING
NON-VIRTUALIZED
WORKLOAD

% WORKLOAD RUNNING
AS VIRTUAL MACHINES

7S%

2015 survay data suQOAasCs
thaet nearly S0O% of

% WORKLOAD RUNNING
WITHOUT VIRTUALIZATION

25%

compsni ara diversifying
chair hypervisor cho a

FIGURE 4: Distribution of workload and computing platforms c. 2016 (a composite of several leading industry analysts).

SOURCE: The Data Management Institute LLC. All Rights Reserved.
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FIGURE 5: Storage sharing challenges in different hypervisor-controlled infrastructure. No sharing VMware VSAN space with
Microsoft Hyper-V workload. Hyper-V storage - clustered storage spaces - can be shared, but only if the VMware workload is

first converted to Hyper-V format.

SOURCE: The Data Management Institute LLC. All Rights Reserved.

realized their vision of placing up to
75% of workload in virtual machines
running on hypervisor software using
about 29% of data center hosting
hardware. Non-virtualized workload,
mainly transaction-oriented systems,
continue to run on the other 71%
of hardware, creating at least two
distinctly separate targets for data pro-
tection and disaster recovery planning.

The “gotcha” in this picture is the
75% of virtualized workload. The
latest surveys conducted by media
firms suggest that companies are
abandoning the single sourcing of
hypervisor software technology. They
are diversifying their hypervisor soft-
ware and using different hypervisors
for different workloads. The result
is the creation of yet more “siloes”
of hardware and software technology,
especially when each hypervisor ven-
dor has a preferred and proprietary
stack of software-defined networking
and software-defined storage beneath
its hypervisor software “head.”

So, rather than reducing the
complexity of infrastructure, new
technologies for cloud-ification and
software-defined are actually adding
to complexity — with potentially haz-

ardous results. A simple example is in
the inability to share software-defined
storage created with the technology
of one hypervisor vendor with the
data from the workload hosted by a
different hypervisor technology. We
seem to have returned to many of the
issues we had when Sun Microsys-
tems and Microsoft could not share
data (pre-SAMBA): VMware will not
allow data from Microsoft Hyper-V
workload to be stored on VMware-
controlled “Virtual SAN,” their
flavor of software-defined storage.
By contrast, Microsoft says that their
“clustered storage spaces” can store
data from a VMware host, provided it
(the VMware VMDK workload file) is
first transformed via a software utility
into a native Hyper-V workload file
(a VHD).

Clearly, the technology silo-ing
that is accompanying the march
toward clouds is also adding com-
plexity. Within a single vendot’s
software-defined storage technology,
there tends to be a requirement for
multiple nodes of storage (for high
availability data replication) and also a
requirement for “identicality” between
nodes and between clustered server

hosting environments. Identicality is
the hob goblin of efficient recovery
planning and a huge cost accelerator
for business continuity.

For example, a hypervisor provides
a software-defined storage (SDS)
definition and software stack that is
proprietary to the hypervisor vendor.
Not only can data not be replicated
from the storage on this kit to the
storage on a rival hypervisor vendor’s
kit, it may also be difficult to repli-
cate data between the storage nodes
controlled by the same hypervisor...
if all components of each node are
not identical. This was traditional-
ly a problem with monolithic legacy
storage arrays, in which synchronous
mirroring or asynchronous replication
software functionality delivered on the
array controller required an identical
controller, running identical software,
on identical storage media, in order to
operate. We are seeing the same thing
with the SDS storage nodes defined by
VMware, Microsoft, et al. Only Data-
Core Software, and perhaps IBM with
its SAN Volume Controller (if this is
ever part of their SDS product offering)
are currently hardware agnostic.

CONTINUED ON PAGE 16
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CONTINUED FROM PAGE 15

Another by-product of proprietary
SDS, by the way, is dramatically accel-
erating rates of annualized storage
capacity demand and cost. In 2011,
IDC said there were roughly 21.2
exabytes of external storage deployed
worldwide and that capacity demand
would grow by about 42% per year
through 2016. In 2014, the analyst
said that the rate of capacity demand
in highly virtualized environments was
closer to 300% per year — owing in
part to the preference among hyper-
visor vendors for an SDS topology
requiring three identical storage nodes

The point is that
placing a redundant
facility within 80
km of the primary

data center does not
necessarily provide
much protection
against a milieu level
disaster event.

(minimum), each with identical com-
ponents for local data replication and
protection. Gartner revised this esti-
mate to 650% annual capacity demand
growth, acknowledging that compa-
nies would field two or more identical
platforms of three storage nodes each
to achieve high availability.

Lack of technology pedigree and best
practices, plus technology silo-ing, and
identicality requirements are joined by
one more factor that is increasing the
complexity of IaaS environments — and
by extension the risk of downtime. The
fourth problem is network dependency.

Truth be told, most public cloud ser-
vices are well within the 80 kilometer
radius believed by experienced disaster
recovery planners to be the absolute
minimum safe distance that a recov-
ery site or off-premise backup facility
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should be from the primary data center
or original data storage facility. The
reason is simple. To obtain a 1 Gb per
second link speed that most experts
regard as minimally acceptable for
delivering a “good user experience” of
cloud-hosted applications, companies
typically utilize high speed metropoli-
tan area network facilities to connect
their data center or user work areas
to cloud service providers. Network
facilities like MPLS are available in
most NFL cities and can deliver the
networking bandwidth required at a
reasonable cost. To get 1 Gb/s speeds
on a WAN, you need much more
expensive facilities, like OC-192.

Why MPLS or OC-192? Simple. To
move 10 TB of data across one of these
facilities will require about 2.25 hours.
Moving the same quantity of data
across a T-1/DS-1 facility like those
typically used for Internet connectivity
would require over 400 days.

The problem is that, even with the
availability of MPLS, the separation
distance between the primary data cen-
ter and the cloud is usually inadequate
to protect against a disaster with a
broad geographical footprint. Hurri-
cane Sandy pummeled Manhattan and
forced many firms to abandon their
data centers because of flooding and
power outages. The same storm caused
water to encroach on a hot site facility
(a commercial disaster recovery facility)
in Philadelphia — 94 miles (or 151 kilo-
meters) away. Nervous high availability
advocates observed that a storm with
such a footprint was a once in 200 year
event, and reassured customers that
most disasters — those that cause the
most annual downtime — were logical
and localized, not large-scaled CNN-
style events. That might be true, but it
came as no consolation to the Manhat-
tan firms that received another massive
weather disaster roughly nine months
after the first 1-in-200-year event.

The point is that placing a redundant
facility within 80 km of the primary
data center does not necessarily provide
much protection against a milieu level
disaster event. Yet, many companies go

this route to save money and to keep
distance-induced latency to a mini-
mum. The problem is that there is so
much traffic today that network pipes
are being saturated. Even short haul
networks are being swamped by seri-
alization, queuing and buffering that
are collectively referred to as “jitter”
— even over short distance connections.
So even with a MAN, companies are
finding that challenges about to failing
over a hosting system with interde-
pendent applications. Invariably, the
mirrored systems at the remote site
or public cloud are lagging behind
the primaries — by several transac-
tions in the case of on-line transaction
processing databases. IBM and Duke
University are doing some very public
testing of this situation in an effort to
surmount it.

Bottom line: the issues raised in this
article are only a high level summary
of four of the leading issues that are
adding complexity and risk in the
cloud computing era. Planners need to
be aware of them and to develop work-
arounds as best they can. Remember
that virtualization, software-defined
and cloud technologies are all in their
comparative infancy, operating in a
standards-free environment with ven-
dors appearing on (and disappearing
from) the horizon on a monthly basis.
Companies are taking a risk in adopt-
ing many of these technologies before
they have been thoroughly vetted in
the marketplace, so they need to main-
tain a clear-headed perspective of their
exposures and take more (not less)
steps to prevent avoidable disasters
and to prepare strategies for coping
with the vulnerabilities they cannot
eliminate.

ABOUT THE AUTHOR

Jon Toigo is CEO of Toigo Partners Interna-
tional and a consultant who has aided over
100 companies in the development of their
continuity programs. Feel free to contact him
at jtoigo(@toigopartners.com.
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THE IMPORTANCE OF

DESIGN TEAMS IN CREATING
A TARGETED CYBER BREACH EXERCISE

BY REGINA PHELPS

Businesses and organi-
zations defend against
unending attempts to
steal their computer data
or damage their systems.
Few, however, have seri-
ous plans for how they will
respond to the impact of
an actual breach. And even
fewer stress-test those
plans. Exercising a cyber-
breach scenario forces
real-time decision-making
and actions. Creating an
exercise with a cyber-inci-
dent scenario is infinitely
more complicated than
creating one with a “nor-
mal” emergency scenario,
and requires special care

in design.
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Where to Begin?

Let’s say you are tasked with creating a
cyber-breach exercise. You're probably
not quite sure how to go about it.
What you need to make this exercise
“spot on” is a highly-tailored narra-
tive and highly-specific injects built
around a set of pre-defined technology
and information security incidents.
You can’t do that alone; you need help.
And you don’t need just any help, you
need the right help. What you need are
TWO Design Teams.

Why You Need Two Design Teams

You need two Design Teams because
you need two very distinct and dif-

ferent sets of skills. First, you need a
Technology Design Team that is very
technical, detailed, and deeply in the
weeds of the scenario. You should
spend a lot of time picking the right
narrative and then dissecting it. The
Technology Design Team’s main focus
should be to identify all the different
affected systems and their interdepen-
dencies and connection points.

You will also still need a Business
Unit Design Team, but the Technol-
ogy Design Team needs to do their
work first, because you can’t create
the overall exercise injects until you
know the technology issues and fail-
ures. Think of it like a Christmas tree



— the technology issues, failures, and
problems are the trunk and branches;
they provide the solid foundation for
the story. The business unit injects are
the reaction to those issues — like orna-
ments hanging on the tree. You can’t
hang the ornaments without the trunk
and branches, and you can’t design the
business unit injects until you know
the IT failures.

This author’s firm, EMSS, always
establishes the technology design first,
followed by the business design. We
then circle back with the technol-
ogy team to review the business unit
injects to make sure they align with
the stated technology issues.

Technology Design Team

For a cyber-based scenario, there are
often five to eight members on the
Technology Design Team. (Because
of their experience in the company,
some members can cover multiple top-
ics.) You'll likely need subject matter
experts in the following areas:

e Information Security

e Infrastructure

Design Team

Application Development .
& Support

Network

Database .
Network Operations Center
Help Desk

® Storage

Business Unit Design Team

Your Business Unit Design Team has
one primary goal — to develop the exer-
cise injects that play off the cyber-breach
story, see Table 1. (As mentioned, the
Business Unit Design Team shouldn’t
hold meetings until the Technology
Design Team has completed its work.)
The type of members needed for your
Business Unit team will depend on the
overall cyber-breach narrative. If you
have a physical impact in the story as
well as a cyber impact, you will also
need to include facilities and security on .
your Business Unit team.

A top-notch Business Unit Design
Team member will have several quali-
ties; they should have: .
® A good basic knowledge of the

overall business.

At least a year or more with the
company in order to know some of
the ins and outs of the place.
Subject matter expertise in an area
you will likely be touching on in
the narrative.

“If everyone is moving
forward together,
then success takes

care of itself.”

- Henry Ford

A typical Design Team will include

members from the following depart-
ments:

Representatives from all

of the key lines of business
(to help you develop highly
specific business injects).
Facilities.

CONTINUED ON PAGE 20

Member
Call# Time  (Simulator) Routing  Caller’s name, title, dept Call Script
1 &Caller name, title, We have issues printing &name of>
dept—> reports. Sometimes it prints and other
times it does not. Can someone help us?
2 &Caller name, title, We posted our transactions into the Billing
dept—> system, however the data did not transfer
to SAP, therefore, we can’t balance our
end-of-day.
3 &Caller name, title, We try to insert the &name of— reports
dept—> into Sharepoint but cannot because we are
unable to access &app name—. Is there
an issue with Sharepoint?
4 &Caller name, title, [ cannot open the &name of > spreadsheet.
dept—> | can’t update my cash flows.
5 &Caller name, title, My workstation was identified as one of the

dept—>

ones that are compromised. Do | have to

use another workstation? Where can | go

to work?

Table 1, Sample Injects

OPERATIONAL RESILIENCE 1 9



CONTINUED FROM PAGE 19

¢ Physical Security.
e Human Resources.
e Communications.
e Investor Relations.

Note that the departments listed
above are typical of Design Teams.
Your organization may benefit from
having team members representing a
different ‘slice’ of your business.

The “Other” Role for Your Design
Team Members to Play

Design Team members usually make
great Simulation Team members.
Because they have been involved in
exercise design and inject creation, they
know the exercise intimately and are
already a cohesive team. (They can help
on the Simulation Team, but would
not be players in the exercise because
of their knowledge of the injects. The
author’s book reviews this in greater
detail. See below for a link to the
book.) If you plan to ask them to be
Simulators in addition to their design
job, in the interest of fair disclosure
regarding the time commitment for
the project, be sure to include that task
when you ask for their participation at
the beginning of the process. Besides
the time commitment needed as a Busi-
ness Unit Design Team member (see
next section), here is the additional time
your Designer-turned-Simulator needs
to carve out (times are approximate):
¢ Simulation Team orientation:
Ninety minutes to two hours
(usually occurring a few days
before the exercise).
¢ Exercise day: However long you
have scheduled the exercise.

“Alone we can do so
little, together we

can do so much.”

- Helen Keller

Design Team Meetings

In our experience, most Design Team
meetings last between 90 minutes and
two hours. They work equally well
when held face-to-face or as a confer-
ence call. However, you might wish
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to do the first meeting face-to-face to
make sure everyone is on point. EMSS
routinely holds Design Team meetings
by conference call, and find them to be
a highly efficient and effective use of
everyone’s time.

How Many Meetings and How Often
to Have Them

For an “average” cyber exercise, EMSS
usually holds around four meetings
with each team, for a total of eight
meetings (four technology, four busi-
ness). However, for a large Functional
or Full-scale exercise, it’s entirely pos-
sible to need between six and eight
meetings for each team. It all depends
on the scenario complexity, the length
of the exercise, the sophistication of
the team, and the team’s familiarity
with the exercise design process itself.

Design Team meetings are usually held
every other week. You don’t want to lose
the team’s momentum by waiting too
long between meetings. Conversely, the
team needs time to do their homework
(e.g., doing their ‘trench coat’ research
or writing injects).

Who Does What?

The Technology Design Team has two
major tasks: To develop the cyber-
breach narrative, and to develop the
cyber-breach injects. The Business
Unit team develops the injects that
reflect the impact of the technology
situation on the business side of the

organization. (And, as mentioned

before, hopefully, both sets of team
members will act as Simulators on the

day of the exercise.)

Summary

Both Design Teams are critical to a
successful cyber exercise. Selecting the
right team members will make your
exercise credible, exact, and challeng-
ing. It will also engage more people
in your program and help to build a
culture of awareness and support for
your program.

This author’s book, “Emergency
Management Exercises: From Response
to Recovery, Everything You Need
to Know to Design a Great Exercise”
focuses on Advanced Tabletop, Func-
tional, and Full-scale exercises, and
covers everything from broad strategies
to minute-to-minute decision-mak-
ing. It also provides very specific,
step-by-step instructions — starting
from the earliest planning to after-
action reports. Find it on Amazon at
http://tinyurl.com/j6skbh8.

ABOUT THE AUTHOR

Regina Phelps is an internationally recog-
nized expert in the field of crisis management
and contingency planning. She is the founder
of Emergency Management & Safety Solu-
tions (EMSS], founded in 1982. Services
include crisis management team develop-
ment, pandemic planning, exercise design
and facilitation, and business continuity
plan development and audits. She can be
reached at: Reginal@ems-solutionsinc.com
and www.ems-solutionsinc.com.
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OPERATIONAL RESILIENCE
RESEARCH REPORTS

BUSINESS CONTINUITY INSTITUTE
(BCI) HORIZON SCAN REPORT FOR 2016

The Business Continuity Institute has
released its 2016 Horizon Scan Report
featuring a wealth of information relat-
ed to risks and resilience worldwide.
The report is based on 568 organiza-
tions responding from 74 countries,
and presents Top 10 Threats, Top 5
Trends, and statistics on business con-
tinuity budgets.

The top 3 threats were related to data
and included Cyber Attack, Data Breach
and Unplanned IT & Telecom Outages.
The top trend relates to IT as well, fol-
lowed by Social Media Influence.

The report also highlights the increas-
ing acceptance of 1ISO 22301, with 51%
of organizations indicating adoption of
the ISO standard as a framework for
business continuity management.

Significant increases in business con-
tinuity investment are anticipated, with
much smaller percentages of organiza-
tions anticipating a reduction.

The full report is available to the pub-
lic, at no cost, for download after a
simple registration. Click here for the

download page.

MANAGING OPERATIONAL RESILIENCE

A thorough and well written article,
Managing Operational Resilience,

is available from the Cyber Security
and Information Systems Information
Analysis Center. The report was written
by three authors associated with the
Software Engineering Institute (SEI) at
Carnegie Mellon University.

The report, after an overview and defi-
nition of operational resilience, begins
with an analysis of why operational
resilience is difficult to build and man-
age. It then details recommended
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practices to address these challenges
within an organization. Those prac-
tices include governance program
management, staff deployment,
communications, risk management,
incident management, service continu-
ity, and more. The authors then offer
suggestions for deriving more benefit
from these efforts.

The full report is available at this link.

WHAT ROLE DOES THE PRIVATE SECTOR
HAVE IN SUPPORTING DISASTER
RECOVERY, AND WHAT CHALLENGES
DOES IT FACE IN DOING SO?

The changing scope and scale of
disasters, both natural and techno-
logical, have altered the ways in which
disaster management and financing
are addressed and the roles of private-
sector organizations specifically.
Businesses and nonprofit organizations
are increasingly central to the process,
offering critical support in immediate
disaster response but also contribut-
ing necessary redevelopment funding
that supports community recovery.
Although these new expectations posi-
tion the private sector as a key leader
in community resilience, these respon-
sibilities have not been fully met with
established guidance or clear metrics
for how and when these organizations
should participate in disaster recovery
and financing.

The Rand Corporation report, avail-
able at the link below, examines key
issues confronting the private sector in
disaster recovery financing, what roles
private-sector entities have played,
and where there has been success-
ful integration or leadership of these
organizations. The report also briefly
explores challenges that the private
sector faces, with particular atten-
tion to issues of information use and

application, coordination in response
and recovery, and timing of funding.
Given continued data gaps in this field,
the authors offer opportunities for
research and policy analysis.

The report is available at this link.

FROM STANFORD BUSINESS:
“IT"'S HOW YOU GET THERE”

After growing up in a small town in
Eastern Pennsylvania, David Cooper
joined the U.S. Navy SEALs in 1986

to see the world. He was planning to
retire from the military in 2001 to sign
up for medical school when the World
Trade Center was destroyed by terror-
ists on September 11, 2001. He stayed
in the SEALs and spent the next 10
years in various war zones fulfilling
what he sees as both an obligation
and a privilege. Now he is cofounder
and president of Karakoram Group,

a consultancy in Virginia Beach,
Virginia that specializes in solving
complex risk management problems.
An interview is posted on the Stanford
Business website.

He comments in the interview: “People
are really concerned about security

— both cyber security and physical
security. The demand signal is that
people see the news. Wars are going
down; murders are going down. But
the use of terror tactics is going up;
mass shootings are going up. People
are concerned about Islamic terror-
ism, but that's media spin. Homegrown
criminals and terrorists are copying
those tactics. We have seen when an
employee is mad at another employee,
they might use terror tactics.”

He offers additional, unique
perspectives in the full interview,
available here.
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PUBLISHER’S FORWARD

We appreciate the contributions of four BCM software vendors who helped us create
this Spotlight. Their insights have illuminated vital aspects of business continuity
management (BCM) software which ought to be considered when evaluating options.
The executives in these companies are not just builders of powerful solutions. They
are also industry thought leaders dedicated to operational resilience.

We intend the BCM Spotlight to equip our readers with questions to ask during

an evaluation process. We are not ranking solutions nor are we vetting vendors. What
is good for one organization might not fit another. We hope the following analysis will
help you in your commitment to continuity and resilience.

A special thanks goes to Linda Hanwacker, The LSH Group. Her research on BCM
Software formed the basis for our BCM Matrix.

As always, we welcome feedback. Email us at: publisher(ddisaster-resource.com

Plates are never big enough when you go through a holiday brunch line! We must make choices and
leave some good stuff behind. In 2016, the options and features of BCM software are both tempting and
overwhelming, but you don’t necessarily need it all. And the right software for your organization can add

tremendous value to your company’s BC program. But how do you choose?

This article, accompanied by an exten-
sive matrix (pages 30-38), will offer
the following:
® Helpful insights whether you have
or do not have BCM software
® What BCM software will not do
® When is BCM software appropriate
* Suggestions for the evaluation
process
e Important features and benefits
for consideration

Why This Spotlight is For You.

This article, and much of the BCM
Software Spotlight, will be tailored
for the organization considering a new
implementation of a BCM software
solution. However, if you already have
a solution in place, before concluding

this Spotlight won’t benefit you,
consider the following situations:

1. WE ARE HAPPY WITH OUR
BCM SOFTWARE!

If you are pleased with your existing
solution, the features and analysis in
this Spotlight could reveal new func-
tionality that would benefit your
organization. These new features could
be included in your existing software
but not yet implemented. Or these
features might address needs you didn’t
know could be solved with an alterna-
tive solution. In the fast-changing tech
world of today, yesterday’s solution will
not necessarily be today’s best option.

2. WE ARE NOT HAPPY WITH OUR
BCM SOFTWARE!

One key concern for the organization
looking to switch solutions would be
the risk of trading known shortcomings
for unknown ones. It is very tempt-
ing to see another vendor’s approach
to a problem and become enamored
with that particular improvement. This
could lead you to glide through the
comparison process, overlook some key
benefits of your existing solution miss-
ing from the new, and draw an irrational
conclusion that a switch is justified.
This Spotlight is intended to touch on
a very broad set of considerations as you
make your decision. Take advantage of
this collection of insights from the lead-
ers in this field as you carefully evaluate
the best fit for your organization.

CONTINUED ON PAGE 26
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CONTINUED FROM PAGE 25

What BCM Software Will Not Do

DON'T EXPECT A MAGIC BULLET!

The effective implementation of a BCM
software solution can do many things
for your organization, but first consider
what it will NOT do. It will not take
a ragged BC program and clean it up
and make it good. Evaluating risks,
understanding business processes, pri-
oritizing both mitigation and recovery,
and much more must all occur with or
without software before a BC program
can be effective. BCM software can help
organize the complexities and it can
help in the management and upkeep
of your program. It can automate
some complex processes such as crisis
communications. Having the content
digitized and available across many
platforms can certainly increase resil-
ience. However, BCM software is not a
quick fix for a flawed program, nor will
BCM software add value apart from
significant effort on your part. Also, it
is not a substitute for top management
buy-in and widespread support across
the management team. Get those in

place, and BCM software will likely
be a great benefit to your organization.

A painful story was published by one
author in CSO:

“I was hired as a Business Continu-
ity Manager for a national healthcare
organization and was provided with a
software package that I was to imple-
ment nationally. The time investment
this particular software required was
tremendous. In fact, the investment
was so great that we scrapped it two
years into its development. A signifi-
cant waste of time, money, and energy
for all involved, with my reputation on
the line (though I was not even part of
its selection).” !

When is BCM Software

Most Beneficial?

WHICH ORGANIZATIONS WILL BENEFIT
THE MOST?

There are two options for a BCM
program. Using existing office soft-
ware such as Word and Excel certainly
appears attractive. Immediate costs are
essentially zero, as everyone has access

to this software and they do not need
to be trained. However, this apparent
cost saving can quickly be negated.
Multi-location organizations will find
coordination and input cumbersome.
It will be difficult to get consistent
plans with updates and modifications
likely happening at each location.
If your organization has regulatory
requirements, reporting can become a
critical function, and most office-suite
or DIY solutions will not generate
reports sufficient to meet regulations.

One industry study? suggests the
costs of implementing a modern BCM
platform could be less than a quarter
of the costs of a DIY approach. Main-
taining the information that is critical
to your continuity program will be
significantly greater with the DIY
approach when multiple locations or
multiple BCM components are saved
in various locations.

Most business continuity profession-
als today would say the DIY approach
is only appropriate in smaller orga-
nizations with one, or at most a few,

catalyst

emergency notification.

business impact analysis, risk assessment, plan devel-
opment, exercising, automatic metrics and reporting,
live incident management, and built-in

Catalyst combines Avalution’s consulting methodology

Catalyst is a fully integrated, end-to-end business continuity planning
software - unlike any other currently available on the market today!

with a simple user interface, on-screen help guides, e Covers the entire continuity lifecycle

and customizable templates to make the entire e |dentifies and flags preparedness gaps with
business continuity and IT disaster recovery planning Catalyst Insights

lifecycle easy and repeatable for any organization - ¢ Saves you time by automating workflows for all
regardless of size, industry, or geography. Even better, administrative tasks

Catalyst scales to fit each organization’s unique needs. ¢ Delivers the fastest implementation on the market

¢ Provides the lowest total cost of ownership

Business continuity and IT disaster recovery planning
is all that we do. If you're looking for innovative
software that will simplify your life and help you get

stuff done, please contact us today.

Contact us to schedule a demonstration, or visit bccatalyst.com/signup

to start your free trial (enter referral code DRG 2016 for an extra 30 days!)

Avalution Consulting ¢ 323 West Lakeside Ave, Suite 410 ¢ Cleveland, OH 44113 ¢ 866.533.0575  bccatalyst.com ¢ avalution.com

26 DISASTER RESOURCE GUIDE SPECIAL EDITION




locations, and then only if the orga-
nization does not have regulatory
reporting requirements. Other orga-
nizations would significantly benefit
from BCM software. The critical issue
is selecting the software which is best
for your organization.

Suggestions for the

Evaluation Process

EVALUATION PROCESS APART

FROM FEATURES...

As you evaluate options, consider the

following overall issues when you talk

to providers:

1 Can you see demos of the software,
or better yet, see an actual live
installation? Review training mate-
rials and operating instructions?

2 Is your company considering any
changes in other software which
could impact how it links or
works with the BCM software you
are considering?

3 Can you get references from the
provider? Can you discuss with the
references what they find valuable

in the software and then compare
their priorities to your own to see
if their assessments are relevant to
you? They may be thrilled with the

API to Salesforce, but you may use a

completely different, hosted CRM —

making that feature irrelevant to you.

4 With the widespread availability of
information both on the internet
but also through professional
organizations, can you locate a user

of the software you are considering,
not provided as a reference, and find

out their opinions?

5 When talking to a user of the soft-
ware, ask hard questions! What do
they wish could be different about
the software...something it will
not do but they wish it could? Are
they happy with the tech support?
What about any customizations,
and how did they go? Finally, ask
about budgets — did implementa-
tion cost what they projected and
has the cost of maintaining the
plan met expectations?

6 Is it possible to find someone who
decided against a certain software...
whether they actually purchased it
and had to abandon it, or just opted
to buy elsewhere after their evalua-
tion. What was the problem?

7 Is the software company you are
considering financially strong,
with a track record? Do they have
customers similar in size, and with
similar regulatory requirements, to
your own?

The Big Picture: Features and
Benefits You Need to Consider
FUNCTIONAL CONSIDERATIONS

The next sections of this article will
touch on feature considerations. A
more complete list of options, as well
as detailed descriptions, is available
in the Spotlight charts and in links

provided in the charts.
EXISTING DATA SOURCES

Getting the various business records
into the BCM software is critical dur-

CONTINUED ON PAGE 28
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executed.

RPX addresses compliance requirements, operational
concerns, managing a maturing BCM program, improving
preparedness and meeting an organization’s particular
requirements. The RPX software is designed to be utilized
by all types of users, from the experienced Planner to the
casual user. Our proven methodology meets all pertinent
BCM frameworks and regulations, is easy to follow and
implement, and has been tested, audited and successfully

RPXis an all-in-one, fully integrated web-based software
suite for Business Continuity Management Planning,
Disaster Recovery, Crisis/Incident Management , Emergency
Notification, Risk and Vendor Management. Our native

RPX is a BCM platform that is used by enterprises in all
industries, both public and private, since 1999.

mobile App, called H.E.L.P,, syncs with RPX and provides
an organizations’ employees personal preparedness and
recovery - great for Workforce Resiliency!

It is not only about the product - Customer Support is
paramount to us. Our caring, responsive and dedicated
customer support is proven by long-term relationships
with our customers; the longevity of the company and
RPX, and numerous third party accolades. From the
completeness and innovativeness of the RPX product,
to the committed customer service support, to the
high quality hosting operations and performance,
RecoveryPlanner is a strong and recognized provider.

Experience RPX today! Schedule a Demo or Free Trial.

Exceptional customer support; unlimited, concurrent license, native Mobile App (for business and

personal use); scalable; dynamic, integrated reporting; Saa$S or Site license; not browser specific;
comprehensive; configurable; customizable, multiple languages.

RecoveryPlanner, 101 Merritt Blvd., Trumbull, CT 06611 e 877-455-9990 e loriannem(@recoveryplanner.com ¢ www.recoveryplanner.com
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ing rollout. In addition to a list of
applications you will need to access,
it would help during the evaluation
to have samples of the data that the
application stores to compare with the
BCM software’s database. Will this be
a manual process and if so, how many
hours will this require? Are there
APIs already available from the BCM
software vendor to access the applica-
tions, or will custom programming be
required? And if the latter, can you get
firm costs for this work?

POWERFUL. COMPREHENSIVE. EASY.
PICK ANY TWO?

This author frankly laments the day
Microsoft decided to make Word into a
program that can do everything under
the sun...don’t need it. As you look
through a long list of features available,
will they really help you? And while
they might be nice to have, are you set
up to create the inputs and maintain
the data necessary? It all takes time.
Thus it may serve you to look through

the feature sets and prioritize those that
would have the most impact on your
program. Then evaluate the ease of use
for those features and from that derive
the effort (time and money) required to
implement those. This will undoubt-
edly be an iterative process requiring
input from others on your team, and
probably a number of Q&A sessions
with vendors. From this process, a list
of Must Have’s and Really Want’s will
help narrow your selection, and your
likely cost for the program.

SECURITY? AVAILABILITY?

Who will be using the software, where
will they be, and on what device?
Your company’s security requirements
may limit some of your choices here.
But if remote hosting or SaaS is an
option, what security and backup will
be provided by your vendor? Many
companies surprised during
Sandy when backup locations, too close
to the primary office, were impacted
by a regional event and unavailable

were

when needed most. What level of
redundancy do you consider sufficient,
and how can you verify the claims? Are
third-party audits being done and are
those available for review?

CLEAN DASHBOARD?

During a critical incident, focusing on
the critical issues is essential. Given
the varied and complex pieces that will
be managed during an event, is it pos-
sible to get the display or dashboard
that YOU want? Can you customize
the display of information for the
software or will this require vendor
programming? What about on-the-fly
changes that might be required for
unusual incidents...can reporting be
adjusted easily? What level of training
will be required of users to achieve
these capabilities?

COSTS, JUSTIFICATION AND ROI

Be sure and compare options by get-
ting total cost of ownership of each
software package, including not only
the software but also the initial process
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irtual corporation

Stay in the driver’s seat. Take control of your organizational
resilience, with the smart & intuitive Sustainable Planner®
from Virtual Corporation.

This powerful software is easy to navigate, allows for
roles-based planning & user interface, & keeps your
continuity plan dynamic, specific & integrated.

Virtual Corporation’s Sustainable Planner® is an
affordable, comprehensive & customizable business
continuity solution that empowers you & your
organization to implement a sustainable process to
build, update & maintain your own continuity & risk
management plans. This intuitive resilience planner
can help business continuity, risk managers &

information security professionals optimize efficiency.

With Sustainable Planner, you can:

¢ Analyze exposure

e Enhance preparedness

 Perform business impact analysis (BIA)
e Control communications

¢ Mitigate disaster recovery
¢ Optimize resilience planning
e Command business continuity programs (BCP)

From branding capabilities to operational functionality,
nothing beats Sustainable Planner’s ability to
customize or use right out-of-the-box. Choose from
industry-specific templates with demonstrated best
practices in business continuity & resilience that can
optimize your outcomes & mitigate risk.

From our innovative & user friendly administrative
dashboard to the intuitive flow & planning
components, Sustainable Planner continues to be the
most comprehensive & robust business continuity
management planning system on the market.

973.426.1444 o www.virtual-corp.com
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of inputting data, training, and annual
upkeep. Can the vendor help you
assess not only the software costs, but
the costs they expect your company
will incur at each step along the way
for employee labor or other software
modifications? If a DIY program is
considered an option against which
you are comparing BCM software, have
you factored in updates and reporting?

In addition to these specific and
measureable (direct) costs, there are
other factors which, though difficult
to assess, could dwarf these direct
costs. Would a software package
likely speed recovery or offer other
savings in the event of a crisis and
can those be included in the ROI?
What level of support is offered dur-
ing rollout? What will the cost be for
future support?

UPGRADES?

While it is assumed upgrades during a
year which includes maintenance will
be included, what about additional
changes to any customizations done?
How will changes to custom APIs be

handled? What about upgrades on
the other side...when your company’s
other applications are upgraded, how
will the availability of critical data be
affected?

The Best Information is Yet to Come

The BCM Software matrix and com-
parison in the next 8 pages outlines
14 major categories with 168 criteria.
Good news -- the 168 criteria can
guide your RFP process or serve as
questions for your vendor interview.

We trust the BCM Spotlight will
help your organization decrease risk
and increase resilience!

FOOTNOTES

1 Does My Company Need Business Continuity Software? Stieven
Weidner, CSO Online.

htep://www.csoonline.com/article/2131090/emergency-preparedness/

does-my-company-need-business-continuity-software-.html

2 Calculating the True Costs of Business Continuity Management
Plans, 6 Deep-Dive Considerations for Comparing BCM Software
Platforms

heep://www.sungardas.com/Documents/business-continuity-software-
considerations-SFW-EBO-015.pdf

FURTHER READING ON BCM SOFTWARE

Tips from Industry Veteran Paul Kirvan
Kirvan says, “Early disaster recovery
planning software came in several
forms: fill-in-the-blank templates,
checklists or automated systems
using a common database structure.
But many of these templates and
checklists provided little guidance
and were difficult to use. Today the
content and capabilities of disaster
recovery plan development tools

have been significantly enhanced.
Specialized products designed for
complex activities like business
impact analyses are also available.
Some products boast compliance with
industry standards”.

From Paul's blog at TechTarget, you
can access the following:

e Learn the pros and cons of using
business continuity software and
how to integrate it

e Tips for implementing business
continuity software

* Integrating the software into
business continuity management
operations

15 | fairchild.appr
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FairchildApp was recently presented the “Innovation of the
Year” Award by the Business Continuity Institute — BCI.

The FairchildApp provides the perfect combination of
simplicity and power enabling organizations to unify
Business Continuity and IT Disaster Recovery planning
with IT Service Management. It is a certified App
available thru ServiceNow via the AppStore and is built
on the ServiceNow Platform. The application provides
enterprise-wide planning capability with integrated
Business Impact Analysis (BIA) functionality.

The BIA allows users to identify critical business
processes, calculate their Recovery Time Objectives
(RTOs),andassigntheirenterprise criticality. FairchildApp
allows the graphic mapping of dependencies between

hardware, applications, processes, vendors, contracts,
telecommunications, and locations.

FairchildApp also automates the identification of risks and
supports resiliency planning efforts in various plan types,
such as Business Continuity (BC), Disaster Recovery
(DR), Incident Management (IM), and Crisis Management
(CM). FairchildApp is the most powerful planning tool on
the market. Built on the ServiceNow Platform makes it
simple to install, administrate, and use.

To request a demo please email
demo(@fairchildconsult.com

“Servicenow and FairchildApp will give us complete visibility and control of our it disaster

recovery processes. It's that simple.” - Maria Rothstein, Dr Analyst & Itsm Office Manager

Fairchild Consulting Services, LLC o 888.930.8250 ¢ demof(@fairchildconsult.com ¢ www.fairchildconsult.com
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onsulting

Provides role-l;ased security
Supports encrypted passwords

Includes “Forgot my Password” feature

Allows client to define password strength parameters
Allows data encryption in transit

Allows data encryption in at rest

* * * *
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Documents audit trail of changes

Able to attach multiple file types to plans

Able to test changes to templates, pages,
fields before elevating to "active”

Able to set update and approval frequencies
that automatically notify plan owner of the task,
and admin when completed or overdue

* * * *
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Able to notify people via phone, email or text message based
on various notification lists

Allows integration with third-party vendors

Includes Emergency Notification that is built-in to the tool

individual contacts, groups
ry plans




onsulting

Provides automatic gap analysis

Able to visually map directional relationships
and dependencies across the organization

* * * *
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to customize default

Able to re-order or hid

Able to customize

% * *
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