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Every spring since 1996, we have published the annual Disaster Resource GUIDE. The upcoming 2007/08 Disaster

Resource GUIDE will be our 12th! From the beginning, our mission has been to consolidate, integrate and communicate

thousands of resources for business continuity, disaster recovery and crisis/emergency management. 

And now, we have created a series of 3 mini-GUIDEs to better serve you. These special issues will go deeper into a

single content category such as facilities, technology, boardroom issues, human concerns, etc. 

In the months to come, we will talk a lot about…

Working Together

Comprehensive protection of our businesses and communities requires working with others more effectively.

• What are the barriers to public and private coordination?

• How can Facilities, HR and IT avoid a silo mentality? 

• Why should executives interface with the corporate response team?

• How can a mutual aid plan benefit neighboring businesses? 

• What about your employees, their families, your community?

Covering All the Bases

Some disasters are preventable. Many are not. The impact of disasters can be reduced through mitigation. Much

can be done through preparedness to ease the pain of response, restoration and recovery. Look for lots of good

information on all these subjects in the coming weeks and months! 

• Prevention • Response

• Mitigation • Restoration

• Preparedness • Recovery

Let others know about our GUIDE. Be sure to renew your subscription if you haven’t. Check out our advertisers—

and when you do, be sure to say, “I saw you in the GUIDE.” Without our advertisers and sponsors, we could not

provide you this information.

Back to you soon, 

The Disaster Resource GUIDE Team

WORKING FOR YOU…
WELCOME TO THE DISASTER RESOURCE GUIDE FOR FACILITIES! 

Tommy Rainey, Kathy Rainey, Alison Dunn, Daniel Herrera, Carlos Rincon

www.disaster-resource.com • publisher@disaster-resource.com

ANNUALLY QUARTERLY

WEEKLY 24/7
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Every Day. Uninterrupted. Kohler Rental  is your full-service supplier of

prime power, emergency backup power

and temporary climate control for any

application. At a moment’s notice or

planned far in advance, where reliable

power is needed, we’re on hand with

generators, redundant power systems,

power distribution or temperature control

equipment. As part of your contingency

plan, Kohler Rental can make every day

seem just like any other. 

888-769-3794

Kohler, WI

Los Angeles, CA

Orlando, FL

Las Vegas, NV

Dallas, TX

Chicago, IL

Washington, DC

Seven regional offices and more than 
80 service locations nationwide.

KohlerRental.com
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Practice the three C’s—Clean Hands • Check Temperature • Cover Up

Go-Kit FLU PAK
This could be could be 
your best shot at flu 
prevention this season

Only go-kit has you covered for
flu and cold season. It’s just what
the doctor ordered… proven 
protection that fits in purse, 
pocket or briefcase. Includes: 
1 High-filtration ear-loop mask, 1
Clinical thermometer, 2 Antiseptic 
(waterless) hand wash

PANDEMIC PREPAREDNESS KITS

Available through Emergency Lifeline Corporation

Call Emergency Lifeline Corporation • 800.826.2201

Break the Chain of Infection
Go-Kit was developed on the premise that a professionally selected set of health protection
tools and techniques can significantly reduce cross-contamination and disease transmission.
A small investment in a Go-Kit will pay for itself many times over by helping to reduce the
spread of infectious disease by cross-contamination of employees.

Go-Kit TRAVEL PAK
Designed for business travelers
and anyone who demands the
best in personal protection from
contagious viruses at home, at
work, at play or in transit. Premi-
um protection from contagious
diseases such as SARS, smallpox,
cholera, flu and cold. Includes: 1
ea NIOSH N95 certified respirator,
1 ea Clinical thermometer, 2 ea
Antiseptic (waterless) hand wash,
2 ea Personal anti-microbial wipes, 
1 pair Medical latex-free gloves 

Go-Kit PERSONAL PANDEMIC KIT, 4 WEEKS
Portable “Grab & Go” for 1 Executive for 4 Weeks

20 ea Flu Pak, 10 ea Travel Paks, 1 box/100 Medical gloves
(nitrile), 4 ea Wallet card thermometer, 4 ea Clinical thermometer,
1 tub/160 Polycide cleaner/disinfectant wipes, 2 bottles Isogel sani-
tizer hand wash (115ml), 50 each Surgical ear-loop masks, 30 ea
NIOSH-N95 masks in individual sanitary wraps, 20 ea “One Step”
sanitizer wipes in sachets, 30 ea “Safetec” antiseptic hand wash sachets, 
4 pair Nonwoven “overshoe” booties, 20 ea Bio hazard bags

HEALTHY HOME PANDEMIC KIT
Protection for 4 Persons for 1 Week

2 ea Travel Paks, 3 Child Protection Paks, 3 Flu Paks, 12 “3M” NIOSH-
N95 respirators, 12 “Kimberly Clark” childrens ear-loop masks, 2 bottles
Isogel sanitizer hand wash, 5 Thermometers, 1 Nailbrush, 50 Medical
gloves, 30 ea “Safetec” antiseptic hand wash sachets, 30 ea ”One Step”
sanitizer wipe sachets

Go-Kit HEALTHY OFFICE KIT
For 25 Employees

Includes: 100 ea Flu Pak (4/employee), 25 ea Personal clinical 
thermometer (1/employee), 25 ea Clinical thermometer with
credit-card style holder (1/employee), 2 boxes of 100 Procedure
gloves (4 pair/employee), 3 tubs of 160 wipes Polycide tub 
(20/employee), 2 bottles Hand wash (80 ml/employee), 1 box of 50 
Surgical ear-loop masks (2/employee), 50 ea “One Step” sanitizer wipes in
sachets (2/employee)

FACILITY ISSUE

Go-Kit PERSONAL PANDEMIC KIT, 1 WEEK
Portable “Grab & Go” for 1 Executive for 1 Week

Includes: 5 ea Flu Pak, 2 ea Travel Paks, 1 ea Wallet card ther-
mometer, 1 ea Personal clinical thermometer, 1 bottle Isogel
Sanitizer hand wash (115ml), 10 ea Ear-loop masks, 10 ea N95
masks in individual sanitary wraps, 12 ea “One Step” sanitizer wipes
in sachets, 12 ea “Safetec” antiseptic hand wash sachets, (Waterless
gel hand sanitizer in 3.7 ml sachets, 66% ethyl alcohol), 1 pair
Nonwoven “overshoe” booties (in pairs. Fits over shoes to help
keep indoor environments clean), 5 each Bio hazard bags

We can customize for your company.
Tell us your requirements.

Want to know more? Visit
www.emergencylifeline.com/pandemic
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HOT OFF THE PRESS! 

SECURITY 

AND LIFE 

SAFETY 

FOR THE 

COMMERCIAL

HIGH-RISE
This 130-page book offers security

guidance to help companies assess their
properties and determine how best to pro-
tect their assets.

Includes risk assessment guidelines
geared toward protection of a site’s per-
sonnel, as well as the company’s physical
and computer assets.

Offers definitions and guidelines for
security, life safety and data gathering. 

To get a copy, visit ASIS International
Online store at www.asisonline.org

• Post-disaster “Wearable” Survival Kit 
• Constructed of lightweight durable black 

nylon mesh
• One-size-fits-all vest includes a medical 

belt in 3 sizes
• Numerous pockets
• Large storage compartments form a backpack
• Includes combination radio/flashlight/siren/cell

phone charger that requires no batteries. Just
crank for power! 

• Packed with a three-day supply of food, water,
first aid, and recommended survival gear

Applied Research Associates’ new computer simu-
lation tool, E-Sim, can help answer this question –
and many others. Event Simulator (E-Sim) may be
used to evaluate normal queuing or emergency situa-
tions. The computer simulation tool is unique as it
allows for numerous “events” that affect human
movements and health. E-Sim provides: 
• Intelligent, agent-based simulation in which the

simulated humans possess realistic, individual
knowledge and movement characteristics. 

• Event-optimization diagnostics and event data 
evaluation for scenarios that can not be realistically
evaluated in real life. 

To know more, call Nancy Renfroe or Joe Smith 
(601-638-5401) or visit www.araseas.com 

and click on “E-Sim Presentation”.

BUILDING EVACUATION 

SIMULATION TOOL

How will people react to a bombing that 
cripples the primary exits of a facility?

E-SIM…THE NEXT STEP IN EMERGENCY
RESPONSE EVALUATION AND PLANNING.

CALL EMERGENCY LIFELINE CORPORATION

800.826.2201

SURVIVE-ALL
VEST 

When survival of your business is
on the line, the revolutionary Cabana
mobile shelter system allows critical
recovery staff the capability to quickly
set up remote hot site facilities, and
immediately tend to business in a 
controlled and environmentally safe
setting.

Your customized self contained
Cabana system provides a complete
mobile recovery facility meeting your
defined needs for remote mobile opera-
tions, including command, housing,
hygiene and security. All the tools of
your trade are carried onboard and
readily deployed saving precious time
and your bottom line!

• Revolutionary to the mobile recovery facilities industry, the Cabana will get your business up and running in hours....not days.
• Bumper pull design, easily towed by most light-duty vehicles.
• The Cabana expands from 128 square feet into 480 square feet of useable space in five minutes by two responders.
• Cabana easily expands to accommodate larger complexes using our exclusive 'QuickLink" technology, allowing side by side

and end to end interconnectivity. 
• Options include: power generation, HVAC, Quarantine/Isolation air filtration, Hygiene, insulation package; shore power 

connectivity; IT / Communications / Mobile Command.
• Financing options include lease or purchase. Supply, service and maintenance packages are available.

Nor E First Response manufactures fully integrated, self-contained mobile response trailers for CBRN, Fire/EMS/Rescue, Medical and 
Business Continuity. For more information call 866-380-8455 or visit www.nor-e.com.

THE NEXT GENERATION OF MOBILE

RECOVERY FACILITIES...REVOLUTIONARY!

BY GLEN KITTERINGHAM, CPP
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What is a facility manager to do in

these days of stagnant or, worse yet,

shrinking budgets? With the cost of

everything from electricity and gas to

salaries and insurance skyrocketing,

there is little left over for security and

life safety-related expenses. Is there a

way for facility managers to increase the

level of protection without it costing

significant dollars?

First and foremost, a manager must

identify and prioritize assets to imple-

ment corresponding protection

strategies. This is a must whether it is

multiple properties or multiple assets

within a single property involved. The

easiest way to prioritize assets is to

assign consistent recognizable values to

them. This may sound obvious, but

often protection strategies bypass this

basic step.

Since all properties are not created

equal, practicality necessitates man-

agers assign their limited security and

life safety dollars to those properties

that are the likeliest targets. Take, for

example, a company with two proper-

ties. One is located in Omaha, while the

other is in New York City. In this case,

common sense dictates the company

invests a higher amount of money in the

New York facility. 

Unfortunately, it’s not always that

easy to determine which properties

should be a priority for those limited

funds. So what methodology can a facil-

ity manager use to determine risk

profiles for multiple properties? Quite

frankly, the manager can use any crite-

ria he or she wants, as long as they are

practical, realistic and, most important,

consistent. Without consistency,

attempts to apply security and life safe-

ty measures are wasteful. 

Many companies today must ensure

the security and safety of commercial,

office and industrial space spread

throughout North America or world-

wide.  With facilities in large cities

and/or high profile locations as well as

small to medium cities, prioritizing

protection is critical. That's why an

assessment tool such as a comprehen-

sive threat and risk matrix model can

assist in prioritizing protection strate-

gies, and make the most of security

budgets.

The Risk Profile

The first step is to do a risk profile of

every building or facility. Figure 1 is a

simplified version of a spreadsheet used

to complete a risk profile, here ranking

PRIORITIZING YOUR 

PROTECTION STRATEGIES
B Y  G L E N  W.  K I T T E R I N G H A M , M . S C . , C P P

PLANNING



three different buildings we’ll call A, B

and C.

In Figure 1, the three properties

obtained final rankings of 5, 15 and 25,

respective. Hence, building C, with the

highest threat profile, should be the

focus of the bulk of security and life

safety efforts. Building B also requires

funds, but obviously not as many as C.

Finally, building A gets a correspon-

ding smaller amount, because all three

properties do require financial atten-

tion. There are always security and life

safety issues present in every property,

and the facility manager is responsible for

providing a certain level of protection. 

The Gap Analysis

Once you complete the risk profile,

you then perform a gap analysis of exist-

ing asset protection programs to see if

you need to consider any additional

measures. A gap analysis is vital, as it

will help determine the current status

of existing programs. It’s unlikely any

building will have no security in place

at all, and one facility may even have

considerable security and life safety fea-

tures already in place. 

Then, itemize all the existing safety

and security features in each building.

For example, one building might

already have a 24/7/365 security depart-

ment, an access control system, bollards

surrounding the property and turnstiles

in the lobbies. Get someone familiar

with the various properties and security

and life safety features involved in cre-

ating the itemized list – and don’t be

surprised if the list ends up with far

more items than you thought. 

The Threat and Risk Matrix

The next step is to create a threat and

risk matrix where you place all potential

threats accor ding to criticality and

probability. See Figure 2 for an example.

But don’t be intimidated if you don’t

have the exact knowledge of the various

incident types and their possible

impacts when it comes time to insert the

threats. In this case, often a ‘best guess’

is acceptable. Some incidents occur so

rarely that it may be impossible to place

them based on historical data.

There is a standard list of potential

threats you can plot onto the matrix,

using six simple categories. While there

is some overlap, these six are quite com-

prehensive and yet still easy to plot.

The six categories are natural, man-

made, accidental, deliberate, internal

and external.

Once you insert all the threats into

the matrix, including the probability

and criticality, the next step is to deter-

mine if any of the existing security

measures can mitigate the individual

threats to an acceptable level or not.

This is where the list of specific securi-

ty and life safety measures created in the

gap analysis comes in handy. You can

now list each and every type of threat

the company may face along with the

corresponding countermeasure(s). 

The remaining question is whether or

not the threat is mitigated to an accept-

able level. If it is mitigated, move onto

the next threat. If not, you need to

determine what it will take to mitigate

a particular threat to an acceptable

Threat Indicator Building A—Level 1 Building B—Level 3 Building C— Level 5

High-Profile 
Tenants

Local company
Regional company
Municipal Government

Regional company
National company
Provincial/State Government

National company
International company
National Government
Embassies

Notable Building
Characteristics
(including total
square footage)

Non-descript building, 
one of many exactly alike
500,000 square feet
30 stories high

Has Regional significance/signature status
1.5 million square feet
45 stories high

Has international status
World-recognized landmark
5 million square feet
100+ stories high

Proximity to land-
marks and other
high profile areas

12 blocks away from 
downtown core
Located in beltline between
commercial and industrial zone

Located within five blocks of regional 
landmark
Located on edge of financial district

Within immediate vicinity of 
national landmark
Is a key pillar of its sector

Mass Transit and
Public Accessibility

No major transit lines within
two miles
No general public accessibility

Is a major transit hub for region
Public access with thousands visiting weekly

National/international transit hub
Public access with thousands 
visiting daily

Incident History Minor thefts
Skateboarders

Minor and major thefts
Bomb threats regularly received 
Bank Robberies annually

Thefts
Bomb threats
Fires on site
Site experienced bombing
Assaults & murder

Rating 5 15 25

An introduction to two relevant terms

is important, because, unfortunately,

many people tend to incorrectly use

the terms ‘threat’ and ‘risk’ inter-

changeably. 

THREAT – An intent of damage or

injury or an indication of something

impending which if carried out could

impact the integrity operations with

consequences to the personnel,

operations, and business interests of

the company. 

RISK – The possibility of loss result-

ing from a threat, security incident 

or event.

Threat Versus Risk

continued on page 10

FA C I L I T Y  I S S U E 9
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level. All the outstanding issues requir-

ing actionable items, whether they are

one-time capital projects (hardware),

the development of policies, procedures

and training (documentation), an

increase, decrease or change in human

resources (personnel), or a combination

of all three give the facility manager a

blueprint for moving ahead. 

Remember that along the continuum

of risk, there are the high criticality/low

probability events at one end while at

the other there are the high probabili-

ty/low criticality events or ‘quality of

life’ issues we are all familiar with.

While terrorism is certainly an issue all

facility people must be aware of and

plan for, there are many other issues

occurring on a regular basis that have

considerable impact on tenants. Wal-

lets, purses, bicycles, laptops and other

property are stolen on a regular basis.

Fires, extreme weather events such as

flooding, tornados, and hurricanes con-

tinue to occur. Autos are broken into

and people are assaulted. Hence, securi-

ty and life safety programs must be

based both on ‘stuff’ which may occur

sometimes, even if highly unlikely, and

‘stuff’ that is actually occurring. 

While this exercise may appear some-

what intimidating to a facility manager

who has not completed such work in

the past, it is not overwhelming. While

it does take some thought and research,

most importantly, it takes time. Set

aside a certain amount of time each day,

until complete. Good luck.

PLANNING

continued from page 9

ABOUT THE AUTHOR

Glen Kitteringham, M.Sc., CPP, has worked in
the security industry since 1990. He has worked
since 1997 for Brookfield Properties, one of
North America’s premier property management
companies. He is currently responsible for secu-
rity and life safety in nine million square feet of
class AA commercial high-rise properties. He
obtained his Master’s degree from the Universi-
ty of Leicester in the United Kingdom in 2001
and his Certified Protection Professional desig-
nation from ASIS International in 2002. He is a
member of the Calgary/Southern Alberta chap-
ter, Commercial Real Estate Council and
Business Practices Council, all of ASIS Interna-
tional. He is also a member of BOMA Canada.
His first book, entitled ‘Security and Life Safety
in the Commercial High-Rise was recently pub-
lished by ASIS International.

High The threat event will more
than likely occur than not

Medium 50/50 chance the threat
event could occur.

Low The threat event will not
likely occur.

Risk Level Low–No 
substantial
harm

Medium–Damage to
reputation and finances
but the damage can be 
overcome

High–Significant
injury to organization
and will be very 
difficult to overcome

Priority: Low Medium High

Risk (Risk (Probability) Impact

Figure 2: Threat and Risk Matrix Model

Probability: Low, Medium of High probability of an incident occurring.

• Low: There is no or little history of the threat occurring and it is not considered 
likely the event will occur.

• Medium: There is a moderate history of the threat event occurring and/or informa-
tion is available that would lead one to reasonably believe there is a 50/50 chance of
the event occurring again.

• High: There is a significant history of the threat event occurring and/or information
is available that would lead one to reasonably believe that the threat will occur in the
foreseeable future. 

Criticality: Low, Medium of High impact on the organization.

• Low: Little or no damage
• Medium: Damage that will require effort to overcome and return confidence in the

organization’s ability to conduct its operations in a secure and business-like manner. 
• High: Damage that will severely injure the organization and its operations or 

serve to bring its business initiatives to a halt.

Does Your Organization Need Help Sorting ... 

KETCHConsulting Can Help.

HOT SITE, COLD SITE, 
WARM SITE, ALTERNATE SITE,

WORK GROUP RECOVERY,
END USER RECOVERY

PO Box 641, Waverly, PA 18471 • Toll Free: 888-KetchYC • Fax: 570-563-0868
KETCHConsulting.com • info@ketchconsulting.com 

When it comes to alternate facilities, no one in the industry is more 
knowledgeable than our team. Frustrated with the traditional “one size fits all”

commercial hot site solutions? We can guide you with multiple long term
recovery strategies. We have 1000 solution providers in our data base. 

Paying too much for your contract? We can negotiate a better deal. 
Concerned about the people issues of work group recovery? 

No one’s dealt with these issues more than we have. Our consultants 
are all certified (CBCP, MBCI), senior and experienced.



You would be prepared for any crisis.

You would have the power to get things done.

You wouldn’t give reliability a second thought.

Why? Because you’ve partnered with EYP Mission Critical Facilities where our goal is the

same as yours: absolute operational continuity. 

Our proven expertise in the design and operation of mission critical facilities is trusted by

many of the world’s largest companies to ensure business as usual today...

and tomorrow. 

For more information please contact:
Rick Einhorn at reinhorn@eypmcf.com or 917.981.6059

What if nothing unusual
happens today?
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A WINNING PARTNERSHIP: 

FACILITY MANAGEMENT

AND BUSINESS CONTINUITY
B Y  E D WA R D  ( T E D )  B R O W N  I I I , C B C P

One of the most important potential

partnerships, and one BC professionals

frequently overlook, is facilities man-

agement. 

Potentially, there are many roles for

facilities management to support the

business continuity program. By

involving facility management in the

BC planning process, BC professionals

can strengthen their programs. Here are

some ways to incorporate facility man-

agers into that process.

Mitigation: This is the most common

contribution facility management

makes to the BC program today.

They’re involved in acquiring and

installing air conditioning, electric

power, UPS’s, emergency generators

and fire suppression equipment. They

work with security on limiting physical

access. If BC managers develop an inter-

nal recovery solution, facility

management has a key role in design-

ing, building and outfitting the alter-

nate facility. Why, then, is it so rare

facilities management is involved in the

evaluation of commercial alternative

facilities?

Alternate Facility Evaluation: Most BC

plans include, or should include, a com-

mercial alternate facility: a hot site,

cold site, work group recovery facility,

hosting or co-location facility. Many of

these alternate site facilities claim to be

disaster recovery facilities, but in reali-

ty they are not. 

Your facility management team can

help evaluate the viability of these alter-

nate facilities. Do they have redundant

power and power generating capability?

Do they have sufficient power, air con-

ditioning and secure facilities? Is there

enough parking? Do they own the

building? Do they have a facility man-

ager? Are their safety standards up to

your facility standards? What kind of

fire suppression do they have? What

evacuation procedures do they have in

place? What is their DR plan? Is it tested?

It is important to remember many of

these facilities offering disaster recovery

solutions often have none themselves.

When your BCP team makes a site

Effective business continuity

professionals are realizing

that developing internal

partnerships is the most

productive way to achieve 

a comprehensive business

continuity program.

PLANNING
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visit, take someone from facility man-

agement along. And remember, the

need for a site visit and disaster recovery

evaluation applies to those systems that

you have outsourced.

Testing: Inviting your facilities man-

agement to a traditional hot site test

may not be accepted, but it is still a

good idea if no one from facilities has

ever been there. An exercise at your

facility, however, must include facilities

management. This exercise can take

two forms: The “tabletop” and the

“actual drill.” As the name “tabletop”

implies, it’s done in a meeting room

with a limited number of key players.

The “actual drill” is much more like a

real event, with role playing, actual exe-

cution of procedures and involving

outsiders like police and fire. 

Facility management has a key role to

play in both types of exercises and it is

critical you involve them. During

“tabletop” and “actual drill” exercises,

managers must make many decisions

such as: Do we evacuate? Do we declare

with our alternate site providers? Do we

send people home? Do we send some to

the alternate site? Clearly, if the subject

building is in ashes, the decisions are

obvious. But many disasters are of an

indeterminate length. The forecasted

length of outage will have a significant

impact on decisions, and it is facilities

management that will be the best source

of information to guide those decisions. 

There was a common theme in the mes-

sages from the fire chief speaker at BRPA

(Business Recovery Planners Association)

in Chicago in 2005 and the law enforce-

ment leadership at the Liberty Valley

ACP Chapter (Association of Contin-

gency Planners) meeting in 2006. That

theme was: “The more we know about

you and your business, the better prepared

we are to help.” Yet most Business Conti-

nuity teams have no experience with first

responders, nor do they even know who

they are. Facilities management can solve

this. They may already know the key

players. Your facility managers can recruit

these critical resources to participate in

either type of exercise. Local government

officials are eager participants. They just

need to be asked – by your facilities man-

agement team.

Recovery: If the unfortunate happens,

facilities management has a key role to

play in recovery. They can only play

that role, however, if they have accepted

this responsibility in advance, incorpo-

rated this responsibility into the plan

and participated in the tests. Facility

management is the key source of data

concerning the potential length of the

outage. They can be a key to developing

solutions as to where all of the people go. 

And, most importantly, facilities

management has a critical role in assur-

ing that the first disaster isn’t followed

by a second one when you return to

your old or a new facility.

Education: Testing is, of course, educa-

tional, but you need to start educating

facilities management before the test.

Below is a suggested agenda for a busi-

ness continuity education session for the

entire facility management team.

AGENDA

9:00 to 9:15a.m.

Introduction and Welcome – 
Facility Management Executive

9:15 to 9:30 a.m.

Business Continuity vs Disaster
Recovery – BC Management

9:30 to 10:00 a.m.

Industry Best Practices – 
Outside speaker

10:00 to 10:15 a.m.

Break

10:15 to 10:45 a.m.

Role of First Responders – 
First Responder leader

10:45 to 11:15 a.m.

Roles of BCP Team – BCP Manager

11:15 to 12:00 p.m.
Roles of Facility Management –
Facility Management BCP Team
Members AND BCP Manager
• Mitigation
• Evaluation
• Testing
• Recovery
• Restoration

12:00-12:15 p.m.

Next Steps – Facility Management

This education session assumes the

facility management executive has

bought into the BC program prior to

the session. If this is not the case, the

speakers would change to all BCP lead-

ership and/or outside resources.

Facilities management may help in the

evaluation of alternative solutions, espe-

cially for work group or “people recovery”.

The 2006-2007 Disaster Resource GUIDE

(www.disaster-resource.com) has an

extensive article on those various solu-

tions, although it doesn’t include some

alternative solutions worth considering

such as tents, hotels, and RVs. Here is a

brief look at the traditional alternatives 

for work group recovery:

1. Traditional Hot Site Vendors 

Pros – Single vendor solution, technical

support, telecom, testing, experience

Cons – Not in every city, terms and 

conditions, cost

2. Mobile Recovery

Pros – Solution for every city

Cons – Travel restrictions, power, lack

of support and testing

3. Local Niche Provider 

Pros – One in every city, pricing, flexibility

Cons – Lack of back-up to the 

back-up, little experience

4. Internal

Pros – Best control, standards, testing

Cons – If done right, most expensive

5. Teleworking

Pros – Solves many people issues, 

(e.g. avian influenza)

Cons – HR issues, cost

6. Other Alternatives (e.g. tents, hotels, RVs)

Pros – Anywhere, lower cost

Cons – Lack of support and testing, 

lack of track record

Alternatives for Work Group Recovery

ABOUT THE AUTHOR

Edward (Ted) Brown III, CBCP, is President &
CEO of KETCHConsulting, a BCP Consulting
firm headquartered in Pennsylvania, but interna-
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The odds of any business’ survival

after it suffers a disaster are directly pro-

portional to the quality of its business

continuity program, including testing.

Having facilities management partici-

pate in the planning, testing and

execution of a plan will improve those

odds and add incremental internal and

external resources to the equation.
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Because glass often causes the majority

of injuries from a bomb blast, mitiga-

tion can significantly reduce those risks

for employees or building visitors.

The Basics of Facility Risk Assessments

All facilities face some risks associat-

ed with natural events, accidents, or

intentional (criminal or terrorist) acts to

cause harm. Regardless of the nature of

the threat, facility owners have a

responsibility to manage associated

risks. Introducing properly designed

hazard mitigation measures can both

protect occupants and significantly

reduce facility recovery by maintaining

the facility’s envelope during an event. 

The best course of action is to start

with a multi-hazard risk assessment

performed by a qualified security pro-

fessional. The following are

descriptions of assessment types:

• Threat Assessment: A threat assessment

evaluates the potential aggressors and

the type of tactics they are most like-

ly to employ. Consider a complete

spectrum of threats including natural

(earthquakes, floods, etc.) and man-

made (accidents, terrorist acts, etc.).

For threats involving explosives and

WITH WINDOW HAZARD MITIGATION EXAMPLES

B Y  N A N C Y  A .  R E N F R O E , P S P  A N D  J O S E P H  L .  S M I T H , P S P

PREVENTION AND MITIGATION

MULTI-HAZARD FACILITY RISK
ASSESSMENT STRATEGIES

continued on page 16

Today’s environment of

increased risks requires

protective design and risk

management for most facili-

ties. This article presents an

overview of facility risk

assessments and focuses 

on the critical area of 

window hazard mitigation. 
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Protect people and property from flying glass.

Madico Safety and Security Window Films effectively minimize 

the risk of personal injury and property damage caused by a 

disaster, whether natural or man-made. In the case of a hurricane

or an explosion, shards of flying glass are extremely dangerous

and destructive. Madico Safety and Security Window Films help

to hold shattered glass in place, protecting your property and,

more importantly, the people in your building from these hazards.

Available in a wide range of tints, styles and grades, our films are

a simple and cost-effective addition to glass in any building.

Madico window films help facility owners increase building safety

and occupant comfort while reducing the energy costs associated

with heating and cooling. Our window films are backed by a man-

ufacturer’s warranty that is second to none.

Visit us at www.madico.com or call us at 1-800-225-1926 to learn

more about the many ways we can help improve your glass.

Guard against high winds and blast impacts.
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other weapons of mass destruction,

quantify the type and/or size of

device. The result of the threat assess-

ment is a list of credible threats

and/or attack scenarios.

• Physical Security Assessment: A physical

security assessment consists of an

evaluation of the existing counter-

measures. These include fixed

countermeasures (i.e., locks and barri-

ers) as well as operational and

procedural countermeasures. Include

suggestions for upgrades to existing

countermeasures to meet a protection

goal. Often, a physical security assess-

ment uses a set of minimum standards

to evaluate existing conditions and

make upgrade recommendations. 

• Vulnerability Assessment: A vulnerabili-

ty assessment quantifies the potential

impact of specific threat scenarios

based on existing or planned condi-

tions. The vulnerability assessment

should evaluate potential damage to

assets and injury to people from each

attack scenario. This provides a base-

line for determining the potential

benefits from security and structural

upgrades. The vulnerability assess-

ment may include detailed analysis of

the loss from an explosive, chemical

or biological attack. You will need

professionals with specific training

and experience in these areas to per-

form these detailed analyses. Figure 1

shows a sample of the type of output

you can generate from a detailed

explosive analysis. It shows the poten-

tial damage to a facility from an

explosive attack before and after a

window mitigation project. You can

model similar assessments for other

risks and mitigation projects.

• Risk Assessment: A risk assessment

incorporates the threat assessment,

the physical security assessment and

the vulnerability assessment to eval-

uate the potential risks associated

with each threat. The objective of the

risk assessment is to pair the impact

of loss with vulnerability to help the

owner evaluate the acceptability of

different levels of overall risk. This

allows someone to effectively manage

their risks. A risk assessment may or

may not include detailed vulnerabil-

ity assessments experts perform (a

blast assessment, chem/bio assess-

ment, etc.). Obtaining these detailed

assessments may be part of the rec-

ommendations from a risk

assessment. For planned facilities,

you can use a risk assessment to help

develop design criteria.

You can apply threat/vulnerability

assessments and risk analysis to any

facility or organization. Most risk

assessments include the following steps:

1. Identify the asset(s) to protect

2. Perform a threat assessment to

determine potential threats

3. Perform a vulnerability assessment

to evaluate the existing hazard 

mitigation measures

4. Quantify the level of risk associated

with each threat or asset

5. Identify potential upgrades to

reduce risks

6. Re-evaluate risk reduction based 

on potential upgrades

You should repeat the risk assessment

process every three to five years, or

when significant changes occur. This

could include changes in facility occu-

pancy or mission, neighboring

facilities, crime rates in the area, etc. 

While the best defense against death

and injury from hazardous events is pre-

vention, this is not always possible.

Therefore, we must learn how to miti-

gate the hazards associated with specific

events. 

Mitigating the Risks from Hazardous

Window Failure

Hazardous glass fragments are unde-

niably a major source of injury and

death in many explosive attacks. A total

of 759 people were injured in the

bombing of the A.P Murrah Federal

Building in Oklahoma City. Of those,

319 were inside the building and 440

were outside or in neighboring build-

ings. An Oklahoma State Department

of Health survey found among the 405

injured respondents, 66 percent attrib-

uted their injuries to flying glass or

falling on broken glass. 

The department also found slightly

more than five percent of the people

injured from hazardous glass and wall

Figure 1: Existing facility (left) and upgraded facility (right) Hazard Level: High   Medium

Low   Unbroken   

PREVENTION AND MITIGATION

continued from page 14
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fragments died. Ten percent of those

exposed to high-hazard glass or wall

fragments suffered serious injury with

permanent disabilities and 85 percent

sustained serious but recoverable

injuries. Not only that, but glass-relat-

ed injuries aren’t limited to the targeted

facility. There was widespread glass

breakage for more than a mile around

the Murrah Building.

Mitigating the risk of flying glass can

significantly reduce injuries from a

blast. The first step is to ensure a bal-

anced window system design. For the

overall system to provide adequate pro-

tection, the glazing, frames and

anchorage must all be able to survive

the blast loading. If any one part of the

system fails, the entire system fails.

Similarly, the supporting wall must be

able to handle the loads the window

system transfers to it. If the window

system has a higher capacity than the

supporting wall, when the wall fails it

may blow the entire window system

into the facility.

The United States General Services

Administration developed a method of

evaluating the protection various win-

dow configurations offer. This National

Standard is similar to the rating

schemes the British use. The standard

uses five performance conditions to

indicate the location of fragments

and/or shards after failure. We have

defined those performance conditions in

Figure 2.

Most highly critical at risk facilities

such as a military headquarters or power

plant operations room would require a

performance condition of 1. Childcare

centers require a performance condition

of 2 or better. Major office buildings or

courthouses typically require a perform-

ance condition of 3.

There are several options for increas-

ing the capacity and/or reducing the

hazards from the glazing portion of a

window system. These include: select-

ing an appropriate type of glass,

applying security window film,

installing blast curtains/shields and

using laminated glass. 

Types of glass include:

• Plain-float annealed glass is the most

common glass type commercial con-

struction uses. It has an ultimate

design stress of 4000 psi and is the

most hazardous.

• Heat-strengthened glass is partially

tempered, which increases the ulti-

mate design stress to 7600 psi. It

gives a higher strength and slightly

reduces the hazard.

• Thermally-tempered glass is fully

Figure 2: Window Hazard 

Performance Conditions

continued on page 18

Mitigating the risk of flying

glass can significantly reduce

injuries from a blast. The first

step is to ensure a balanced 

window system design.

Table 1: GSA/ISC protection levels for glazing response to blast.

Performance 

Condition

Protection

Level

Hazard

Level

Description of Window Glazing Response

1 Safe None Glass does not break. No visible damage to glazing or frame.

2 Very High None Glass cracks but the frame retains it. Dusting or very small fragments near sill or

on the floor is acceptable.

3a High Very Low Glass cracks. Fragments enter space and land on floor no more than 3.3 ft from

the window.

3b High Low Glass cracks. Fragments enter space and land on floor no more than 10 ft from the

window.

4 Medium Medium Glass cracks. Fragments enter space and land on floor and impact a vertical wit-

ness panel at a distance of no more than 10 ft from the window at a height no

more than 2 ft above the floor.

5 Low High Glass cracks and window system fails catastrophically. Fragments enter space

impacting a vertical witness panel at a distance of no more than 10 ft from the

window at a height more than 2 ft above the floor.
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tempered glass, which increases the

ultimate stress to 16000 psi. It fails in

small cube shaped fragments that are

the least hazardous.

Tests have shown applying security

window film on the interior glazing

surface can significantly reduce the haz-

ard. Security windows film is typically

4, 6, 7, or 11 mils (1/1000th of an inch)

thick. There are four basic methods to

apply this film, which we illustrate and

explain in Figure 3.

Daylight installation is the lowest

cost and mechanically attached is gener-

ally the highest. The range is roughly

$6-8 per square foot for daylight instal-

lation and $10-20 per square foot for

mechanically attached.

Tests also show that engineered lami-

nated glass can provide very high levels

of protection at blast pressure/impulse

levels far greater than blast curtains

and/or films. Manufacturers are also

developing new technologies to reduce

the hazards from an explosive event.

These innovative and cost-effective prod-

ucts and procedures will significantly

enhance our ability to protect people.

Include a qualified blast and security

specialist in the earliest stages of project

design to help you obtain the desired

levels of protection and to minimize the

impact on architecture and cost.

For more information on protecting

facilities from blast, wind and other

hazards visit the following websites:

www.protectiveglazing.org

www.araseas.com

www.oca.gsa.gov

www.wbdg.org

PREVENTION AND MITIGATION

continued from page 17
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Figure 3: Security Window Film Application Methods



WHY IT AND

FACILITIES MUST 

WORK CLOSELY TOGETHER
K E N N E T H  G.  B R I L L

However, when looking at actual his-

torical losses of information availability,

25% of information downtime is caused

by extremely rare events (2% of the

total) caused by momentary losses of

site infrastructure availability. This

author argues that many of these ‘facili-

ty’ malfunctions escalate into failures

due to inadequate coordination between

IT and Facilities personnel. The escalat-

ing environmental demands of today’s

rapidly changing IT equipment often

outpace the capability and capacity of

the existing underlying infrastructure.

When IT and Facility personnel work

closely together to develop realistic

strategies to accommodate increasing

demands for power and cooling, infor-

mation availability and uptime can

improve significantly. Information

availability is critical to business conti-

nuity and this close coordination

between Facility and IT departments

should play an important role in

BC/DR planning. 

Funding for business continuity

efforts is often limited, with ROI’s dif-

ficult to quantify and demonstrate to

upper management. However, the time

and resources dedicated to this IT/Facil-

ity coordination can reduce both capital

and operating expenses while reducing

risk. New organizational models are

emerging for IT and Facilities to work

more effectively together. 

This Article

• Provides background on how site

infrastructure reliability dramatically

PREVENTION AND MITIGATION
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When 2% of all failures

represent 25% of all losses,

management should focus

significant attention on

reducing the 2%! Major 

disasters, including

extreme weather, leaks,

fires, or other catastrophic

events cause the majority

of DR declarations and are

the focus of most business

continuity and disaster

recovery planning. 
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affects business continuity and iden-

tifies how failures have occurred

historically

• Explains how the economics of

Moore’s Law now result in 3-year site

operating expenses exceeding the

acquisition cost of the servers sup-

ported

• Identifies the need for IT/Facility

teams to deal with both business con-

tinuity and the changing economics

of IT

• Outlines how these efforts can

improve availability and reduce busi-

ness continuity risks, while also

reducing future operating and capital

expenditures. 

Background

A momentary facility interruption

which affects all platforms, all databas-

es, and all applications can translate

into at least 4 hours of user downtime

while IT restarts hardware, recovers

databases, and processes forward from

the last checkpoint. The downtime can

extend beyond the “normal” 4-hours if a

previously unknown IT architectural or

procedural failure is discovered.

For the last 13-years, the Uptime

Institute has been tracking environ-

mental failures.1 The data indicates that

site availability failures are never the

result of a single factor. At least 5 to 8

things must simultaneously occur to

cause a failure. While the probability is

low, the cost in information availability,

and sometimes excess capital expendi-

tures to prevent future occurrences, can

be very high. Based on Institute

research, it is possible to reliably pre-

dict site failures. 

While server performance continues

to increase exponentially, less obvious is

that the power consumed per computer

equipment rack or cabinet has also

jumped dramatically. The expense of

providing and maintaining the physical

space, power, cooling, and environmen-

tal support has also risen steeply. 

The Invisible Consequences of 

Moore’s Law’s Economic Breakdown

Along with increasing performance,

the power consumed per $1,000 of IT

hardware investment over the last 6

years is the root cause of escalating data

center costs. This dramatic change and

its implications are just now becoming

fully recognized. The consequences of

this change are typically invisible to

most “C-level” executives—until the

capacity of existing data centers has

been consumed. The same dollar spend-

ing for new servers today embeds two to

four times more power consumption in

the same (or less) space than equipment

being replaced. 

The Five Gold Nuggets

The Institute has identified five

things many organizations can do now

to reduce power consumption with

existing equipment layouts in their data

centers. Ten percent is almost assured,

and 30+ percent is often achievable

without affecting computing perform-

ance and without significant new

expenditures. However, for a number of

legitimate reasons, plus corporate iner-

tia, many organizations will not take

the risk of picking this gold up from

the computer-room floor without a

major push from senior management.

The Five Gold Nuggets are

• Server consolidation, optimization,

virtualization

• Enabling server power saving features

• Turning off servers no longer in use

• Pruning bloated code to allow use 

of less powerful servers

• Improving the coefficient of data-

center energy efficiency

When Being Risk-Averse can be Risky

In this list, the first four are IT-driv-

en, while the fifth is Facilities-driven,

but requires close participation by IT.

None of the five will be accomplished

without a serious management push.

Today, the technical expertise required

to do this work is widely dispersed

within the organization and at a fairly

low org-chart level, with no one person

accountable for savings. 

Critical Physical Layer Defined

What is often overlooked is the criti-

cal physical layer—the foundation for

everything IT does. The IT equipment

requires a physical location with power,

cooling and other environmental services

like fire detection and suppression. His-

torically, the facility organization

provided these “site” infrastructure

services with some dividing line

between where Facilities stopped and

IT started (typically at the Power Dis-

tribution Unit). As densities grow, IT

and Facilities, to harvest the Five Gold

Nuggets, must work together as a

boundary-less team.

Many User Organizations Are 

Not Optimally Structured For The

Challenges Ahead

The interdependencies between IT

technology decisions and critical physi-

cal layer operations are often overlooked

Facilities/Corporate Real Estate Information Technology

Strategic • Strategic implications of 
high-density on the real
estate data center portfolio

• Capital budgeting and 
lifecycles for high-density
infrastructure 

• Strategic planning for the 
Critical Physical Layer™

• Chartering of Integrated 
Critical Environment™ 
(ICE™) Teams

• Strategic implication of data center
facility costs increasing to be 5% to 15% 
of IT’s budget

• Incorporating Critical Physical Layer
costs into new application economic
decisions

• Strategic actions to reduce the invisible
consumption of remaining site capacity

• Chartering of ICE Teams

Operations • Managing and optimizing 
Critical Layer Dashboard
(Actuals, Remaining Capacity,
Projected Exhaustion Point)

• Cooling science
• Data Center Energy Efficiency
• Tactical Critical Physical Layer

implementation
• ICE Team operations

• Managing and optimizing Critical Layer
Dashboard (Actuals, Remaining 
Capacity, Projected Exhaustion Point)

• Adoption of best practices for 
managing high-density computing

• Tactical Critical Physical Layer 
implementation

• ICE Team operations

PREVENTION AND MITIGATION

continued from page 19



FA C I L I T Y  I S S U E 21

ABOUT THE AUTHOR:

Kenneth G. Brill is founder and Executive Direc-
tor of The Uptime Institute, Inc. He has been a
significant innovator in the area of uptime effec-
tiveness. The Institute conducts sponsored
research and offers seminars and training in site
infrastructure management. 

1White papers and supporting studies by The Uptime

Institute are available at www.uptimeinstitute.org/whitepapers

or poorly understood. Similarly, corpo-

rate real estate executives are puzzled

that 30,000 square foot data centers that

previously cost $20 million may now

cost $100+ million, and this was not

included in their budgets. The result is

confusion, delay, increased downtime

risk, and sub-optimal decisions. The

preceding four-quadrant table outlines

some of the critical physical layer inter-

ests of each user stakeholder. 

Best Practice ICE Teams

Harvesting the gold will be much

faster with the adoption of a new plan-

ning process and functional team

approach first explored during the Insti-

tute’s 2006 High-Density Computing

Symposium called Integrated Critical

Environment (ICE) Teams. When prop-

erly constituted and empowered, ICE

Teams become an essential part of an

overall strategy for reducing computer-

room power consumption and

optimizing overall performance.

Business Continuity Benefits of ICE

Teams

In addition to the economic benefit of

boundary-less cooperation between IT

and facilities, there are also significant

reliability benefits. IT’s computer room

layout choices dramatically affect both

zone and vertical hot spots. Simple lay-

out changes can double the amount of

hardware that can be cooled consistently

which directly supports business conti-

nuity by avoiding intermittent ghosts

and other reliability problems. Installa-

tion of blanking plates and other best

practices can also reduce equipment

temperatures dramatically. As densities

continue to rise, these issues will

become more and more important to

assure computer hardware receives opti-

mal critical environment conditioning.
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PREVENTION AND MITIGATION

DISASTER RECOVERY 
PREVENTION

B Y  R I C K  E I N H O R N  &  K F I R  G O D R I C H  

A PROACTIVE APPROACH FOR BUSINESS CONTINUITY FOR CRITICAL FACILITIES

Business continuity is the ultimate

goal of critical facilities. Therefore dis-

aster recovery planning is essential.

However, an effective reactive plan for

an unavoidable failure is not the only

answer. Taking a proactive approach to

preventing disasters before they even

occur is not only an alternative to what

is widely utilized today, but also a com-

plementary philosophy for facilities

that cannot afford downtime. The basic

idea is: plan for the moment after a fail-

ure, but first—fight not to fail at all! 

The first assumption of every Disaster

Recovery and Business Continuity (DR

& BC) plan must be this: a disaster will

happen. From unpredictable mother

nature to the vulnerable power grid, we

cannot calculate the “when”, but by

effectively hardening facilities and

implementing DR & BC plans we can

be ready for the “what now.”

The DR & BC plan covers both the

hardware and software required to sup-

port the critical business applications in

the event of a disaster. The list (right)

shows the causes of critical failures: 3%

natural disasters, 28% technology rea-

sons, and the remaining 69% somehow

related to a human factor. The human

factor includes design, maintenance,

testing and, of course, human error.

The DR & BC plan is not limited to

finding a space to restore the critical

processes, but should also take a proac-

tive/preventive approach to address each

risk factor. A gap analysis that follows

an all-levels risk assessment should gen-

erate action items such as:

geo-redundancy considerations, relia-

bility improvements, maintenance and

operational procedures, and human

error minimization. This approach

should not be local or sub-system ori-

ented, but all-inclusive in order to

generate a good value for the invest-

ment. Ultimately, the continuity of

business and operations must always

answer to the bottom line.

The proactive BC strategy must

include three major targets for hardening

at the facility level: a risk assessment, an

implementation procedure, and improved

operational processes.

The first target, a risk assessment, is a

four-step process that includes: a site

evaluation, a vulnerability assessment,

benchmarks, a gap analysis and of

course recommendations.

The first step in the risk assessment is

to develop resiliency metrics for

mechanical, electrical, server, service,

and application components. It is

imperative to quantify reliability and

recovery expectations at the multiple

levels of power delivery. 

Second, all single points of failure

Causes of Critical Failures in Data Centers

• Equipment Failure 28%

• System Design 20%

• Human Error 18%

• Equipment Design 13%

• Installation Error 10%

• Maintenance Oversight 4%

• Commissioning 
or Test Deficiency 4%

• Natural Disaster 3%
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(SPOF) must be identified within all

the critical systems. Ideally this should

include not only the facility infrastruc-

ture, but also the computational,

communication and software/applica-

tion layers. While identifying SPOF, a

probabilistic risk assessment (PRA)

model must be developed that includes

an evaluation of all redundancy require-

ments. Along with this important step, a

significant database must be created and

should be carefully organized in order to

be effective for the following steps.

The third step is the gap analysis,

which compares the database with the

findings.

The fourth step is the outlining of

recommendations for upgrades or alter-

ations to optimize facility, plant, IT

system, IT services, and application per-

formance and resiliency.

The goal is to implement the recom-

mendations presented in the risk

assessment. Using reliability modeling,

each design option needs to quantify

performance (reliability and availabili-

ty) against cost to make design

decisions in the initial phase of the proj-

ect. Since the costs associated with each

reliability enhancement or redundancy

increase are significant, sound decisions

can only be made by quantifying the

performance benefits and by analyzing

the options against the respective cost

estimates. An overall schedule must be

developed containing all the project

phases. Here, commissioning is a key

component to complement the imple-

mentation phase. Commissioning,

simply stated, is the documented and

systematic process of ensuring that all

building subsystems perform interac-

tively according to their intended

design and operational function. Why

is this so important? Because commis-

sioning minimizes the occurrence of

hidden malfunctions…ie: FAILURE.

The commissioning process is site-spe-

cific for verifying the performance of

individual system components. Test

procedures must be uniquely designed

for each manufacturer's equipment and

application to measure and verify spe-

cific performance parameters. 

Following the verification of individ-

ual modules, integrated testing of

major systems must be performed. This

testing procedure is a cumulative exer-

cise to verify the reliability of the

design and compatibility among all

critical systems (electrical, mechanical,

IT and environmental) and it must be

tested not only in standard operating

modes, but also in failure and safety

modes to ensure there is redundancy

within and among all systems. The

intent of such testing is to simulate any

“real life” disaster conditions that the

facility could undergo. 

The improvements at the operational

level should include comprehensive

maintenance procedures that correlate

with the understanding of the failure

mechanism of the equipment.

A proposed all-inclusive methodology

for facility maintenance should be

implemented during the proactive BC

program. This program combines pre-

ventive maintenance, reliability-oriented

maintenance and corrective mainte-

nance in the various stages known as

total maintenance.

Developing the BC strategy at the

facility level is not enough. It should be

planned for at the enterprise/plant level.

The best analogy here is the idea of a

Local Area Network (LAN) versus a

Wide Area Network (WAN). Global

financials or major ISPs are operating

facilities able to work in “stand-alone”

or “cooperative” modes. The geo-redun-

dancy concept was created as a proactive

approach to BC and DR. This concept

has been popular lately as there has been

a movement from the off-DR facilities

to fully active redundant sites. The

stand-alone mode includes building a

facility with all the capabilities

described above, including the compre-

hensive hardening process the facility

underwent in order to be able to accom-

plish the business profile. But what if

this is not enough and the hardened

facility “A” must be able to cooperate

with facility “B”? The requirements of

cooperation may include:

• Sharing databases

• Real time mirroring of data

• Distributed H/W

• Complementary coding systems

• Access to distributed sensor net-

works

Thus the questions raised are:

• Does Facility B have the same 

survivability standards as Facility A?

• Does Facility B have the same 

protection to vulnerabilities as 

Facility A?

• Did Facility B pass the same 

hardening process as Facility A?

• Are there are any circumstances

under which one of the facilities will

be unavailable for the other facility’s

needs during the mission?

The methodology suggests that the

facilities must have the same hardening

capabilities to accomplish the business

objective.

An example of this is an Internet

shopper. Users hitting the “BUY” but-

ton are immediately sent from a low

availability platform to a high availabil-

ity platform to complete the sale. In the

event of a server failure at the facility,

the high availability platform will

switch to a mirrored facility to com-

plete the sale with no significant delays

(unbeknown to the satisfied shopper). 

Experience has shown that one of the

most important pieces in the whole

geo-redundant scheme that can really

boost the proactive BC plan is the avail-

ability of the IT fail-over mechanism

between facilities.

The best approach to BC is to take

proactive steps to ensure operational

continuity as opposed to concentrating

a facility’s efforts on disaster recovery

after the fact.

Yes, disaster recovery planning is a

must, but it is just another piece in the

BC plan, which of course is the overar-

ching goal. Additional practices

suggested are the hardening of the facil-

ities, improving operational availability

and physical spread with a high

resiliency, fail-over mechanism.

ABOUT THE AUTHORS

Rick Einhorn is the Chief Marketing Officer of EYP
Mission Critical Facilities®, Inc., (www.eypmcf.com)
a global E/A firm with over 300 professionals
and offices in ten cities across the US and the
UK. Kfir L. Godrich is a Principal and Director of
Technology Development. His role in research
and development for new technologies
strengthens EYP MCF’s thought leadership in
the mission critical industry. They can be reached
at (212) 277-0099 or reinhorn@eypmcf.com and
kgodrich@eypmcf.com.



24 D I S A S T E R  R E S O U R C E  G U I D E  Q UA R T E R LY – FA L L  2 0 0 6

EVACUATION PLANNING:
FOUR MISTAKES MANAGERS MAKE

B Y  PAT R I C I A  L .  B E N N E T T, F B C I

The blame for this inadequate plan-

ning can, in most cases, be shared by

both facility and business continuity

managers. The problem has two parts:

The first is the lack of communication

between facility managers and their

tenants. The second is many managers

lack an understanding of the complexi-

ty of evacuations. While on the surface,

evacuations seem relatively simple, the

truth is it is a complex procedure man-

agers need to plan well in advance.

To understand how both facility man-

agers and BC planners can improve

evacuations, we’ve broken down facility

evacuation into four major mistakes.

Are you guilty of making them?

Mistake #1: Not Communicating About

Roles in an Emergency

Remember the old Abbott and

Costello routine about “who’s on first?”

Often, facility managers and their ten-

ants encounter the same type of

RESPONSE

When New York Yankees

pitcher Cory Lidle acciden-

tally crashed a plane into 

a New York City high-rise

this past fall, it once again

raised awareness of the

need to safely and quickly

evacuate buildings in an

emergency.

With the tragic accident 

the latest example of this

need, you would think

business continuity profes-

sionals, facility managers

and tenants would do a

better job of implementing

proper evacuation plans.

And while some are doing

a great job, for many this

is just not the case.
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communication breakdown – only the

result isn’t funny. Both parties can make

very dangerous assumptions about who

is responsible for managing an evacua-

tion. This disconnect can cause

confusion and panic in an emergency.

You could have the wrong people giv-

ing people the wrong directions, or

even multiple people giving conflicting

directions. This can cause either a stam-

pede of confused and frightened people

or it can cause people to hesitate, losing

the window of opportunity they need to

escape harm.

You may be surprised by the erro-

neous assumptions both facility

managers and tenants may make. For

example, I once encountered a client

who assumed the building management

staff would help evacuate handicapped

employees. The facility manager, on the

other hand, assumed his job stopped at

providing the appropriate equipment

for handicapped tenants on the stair-

ways and the tenant would actually

assist the person down the stairs.

Recommendation: Start a dialogue!

Communication between facility man-

agers and tenants is critical. Facility

managers should explain to their ten-

ants how they will manage such events.

Tenants need to discuss their assump-

tions about evacuation with their

facility manager.

Issue #2: Not Identifying the Real Risks

Every facility is unique. In putting

together an evacuation plan, you need

to know more than simply where the

exits are located. A building’s size, ten-

ant makeup, visitor makeup, location,

security needs, community infrastruc-

ture and the type/timing of a disaster all

impact how you should design your

evacuation plan. For example, sending

people out into severe weather could

cause an even greater loss of life or

injury than sheltering them in a pro-

tected part of the building. Similarly, if

the building faces a biological threat,

the last thing you want to do is to evac-

uate your tenants. You need to keep

them safe inside the building until the

emergency response team tells you how

to proceed. 

Recommendation: Create a joint emer-

gency response team for the building.

Get the facility manager, tenants, secu-

rity staff, local emergency response and

experts in crisis management to develop

this team. Then, the team can develop

evacuation procedures for multiple sce-

narios and educate everyone involved on

those procedures.

Issue #3: Not Knowing Your Audience

A friend and colleague was proudly

showing me his building one day, high-

lighting all the new signs he had just

installed explaining the facility’s evacu-

ation procedures. There were several

problems with the implementation, the

biggest being that the signs were only

in English. Since this was a major

downtown building with a food court

and retail stores, about 40 percent of

the employees and customers did not

speak English. 

Recommendation: Take a good, hard

look at who uses your building. For

example, are there patients visiting

medical offices for treatment, day care

centers, high security areas, government

offices, high profile targets, large tour

groups or visitor populations? A muse-

um that has a thousand children

visiting each day needs to understand

how those kids would react to an emer-

gency evacuation. Talk to each tenant

and ask what barriers there may be to

employees and visitors evacuating safely. 

Issue # 4: Not Finding the Right

“Muster Area”

Both facility managers and contin-

gency planners define “muster areas” for

evacuees to gather. This is a great idea.

It helps emergency responders deter-

mine who may still be trapped within

the facility. The problem is most muster

areas are totally inappropriate for that

function. One facility manager took me

out to his parking lot and showed me

how he had placed department / tenant

names on every lamp post. The theory

was everyone exiting the building

would find their lamp post and the

facility’s team could safely do head

counts. Unfortunately, he did not take

the needs of the emergency response

teams into account, nor the fact the

extreme cold in the winter would make

this an impossible area to use during

evacuations. You can’t ask people with

no coats, keys, wallets or purses to stand

outside in bad weather.

Another problem is when multiple

tenants decide to use the same small

internal area to muster their employees.

Facility managers often fail to take into

account the amount of outside traffic

that may choose to seek shelter within

their facility, thereby putting an addi-

tional strain on already inadequate

resources.

Recommendation: Facility managers,

tenants and emergency response person-

nel need to jointly develop plans to

direct people to safe muster areas. You

may need to establish a combination of

internal and external areas where every-

one can meet safely. You may want to

preposition portable structures that can

be setup quickly. 

The Bottom Line

Once you have developed your emer-

gency evacuation plans, don’t forget to

test them. Start with desktop walk-

throughs, and then perform actual

drills. Develop scenarios for different

types of disasters. Solicit feedback from

participants in these drills. Make sure

you provide a detailed report on what

worked and needs improvement to both

your tenants and the emergency

response teams. 

Remember the old Abbott and Costello routine about

“who’s on first?” Often, facility managers and their tenants

encounter the same type of communication breakdown –

only the result isn’t funny.

continued on page 26
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Also, develop an awareness program

for both tenants and visitors to your

building so everyone has the correct

information. I once visited a building

where they gave every visitor a small

card telling them what to do and where

to go in the event of an emergency – a

smart idea.

Here is a checklist to help get you started:

• Create a formal project (get all

interested parties involved).

• Develop an event management 

strategy that defines roles and

responsibilities.

• Develop an event management 

team to monitor events as they

unfold and actually manage the

actual evacuation.

• Conduct safety and security 

audits on a regular basis 

(at least twice a year).

• Conduct an infrastructure audit 

to identify risks with the building

and the surrounding location 

(at least once a year).

• Develop evacuation plans and 

coordinate them with your tenants.

• Create an awareness/training 

program for everyone who will be

involved in the evacuation.

• Create an exercise and status report-

ing strategy. Include all the most

likely disaster scenarios.

• Conduct evacuation exercises 

(desktop at lease twice a year and

actual drills at least once a year).

Having truly effective evacuation plans

is one of the most important tasks you

can do to protect the health and lives of

your tenants and employees. It’s up to

you to ensure everyone is on the same

page when it comes time to evacuate.

RESPONSE

continued from page 25
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Having truly effective evacuation plans is one of the most

important tasks you can do to protect the health and lives of

your tenants and employees. It’s up to you to ensure everyone

is on the same page when it comes time to evacuate.
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UNDERSTANDING
THE IMPORTANCE OF 

DAMAGE ASSESSMENT

B Y  PAT  M O O R E , C B C P  F B C I  ( R E T. )

Until your local health department

declares your building “safe for re-occu-

pancy,” you should not operate your

business there. 

Do you know what your organiza-

tion’s responsibilities are versus those of

the municipal authorities and first

responders? Who is responsible for per-

forming a damage assessment and

mitigating the loss? Where does your

organization’s responsibility for cleanup

begin? 

The National Fire Protection Associa-

tion (NFPA) says that depending on the

circumstances and the type of facility,

most fires are extinguished in approxi-

mately four hours and most buildings

are not burned to the ground. In many

cases, however, it can take 12 to 72

hours until officials perform the initial

damage assessment. This will take even

longer if they suspect any hazardous

materials and call in a HazMat team.

Your BC program must then help you

facilitate a quicker damage assessment

of your facility. A well-designed and

maintained site and damage assessment

plan that includes pre-loss site safety

audits, along with disaster avoidance,

mitigation and good loss control and

IN CONTINUITY PLANNING

RESTORATION

continued on page 28

Many business continuity planners don’t completely understand what damage 

assessment entails. You can’t assume you’ll get your building back the minute the

fire is out, or the water is contained.
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waste management practices should be

an integral part of any organization’s

business continuity planning effort.

Creating a Pre-Loss Site Safety Plan

Can you really make a damage assess-

ment quicker before disaster even

strikes? You can, with some proper pre-

planning before a loss.

First, build a relationship with your

local emergency first responders (i.e.

fire, police, etc.). For example, take a

first responder representative on a pre-

loss walk through your mission critical

facility or facilities. Familiarize them

with your facility’s drawings, including

any improvements you’ve made. Make

your Material Safety Data Sheets

(MSDS) available to them. Get them to

understand your time-sensitive business

and service recovery needs. This process

can greatly expedite the process of first

responders getting you the emergency

damage assessment information you

need after the incident.

Next, take your facility’s unique envi-

ronment into account. In many cases,

manufacturing operations, healthcare

facilities, museums, storage warehouses

and other facilities require a more com-

plicated damage assessment and

restoration than other types of facilities. 

Manufacturing and distribution facil-

ities, for example, often have diverse

risks and complex processes which com-

bine to create a planning conundrum

for BC professionals. Just as we plan for

recovery and continuity from natural

and man-made disasters such as fires,

floods, earthquakes, tornadoes, hurri-

canes and power outages, these facilities

also must deal with exposure to haz-

ardous materials, storage rack collapse,

a clean room environment penetrated,

vehicular impact, vandalism, malicious

mischief and supply chain or labor

interruptions. 

The Basics of Damage Assessment

Good pre-planning will only take you

so far in speeding up a damage assess-

ment. The real key is how well you

mobilize after the disaster. Here, we

outline the elements of a damage assess-

ment.

1. Examine equipment and electronics 

Identify items that require lab pack-

ing (containing and removing hazard

classes of material such as flammable

liquids and corrosives). You will also

need to profile and dispose of those

materials.

Carefully examine electronics and,

if necessary, have experienced techni-

cians test them to ensure they meet

the manufacturer’s operating and

performance specifications. For

example, if electronic equipment has

suffered thermal damage or been

exposed to excessive heat, it’s unlike-

ly you can restore it. If equipment

was exposed to just smoke for a short

time, however, there may be very lit-

tle damage. 

A moist, humid environment can

severely corrode equipment within

48 to 72 hours. Ideally, you would be

able to clean all of the equipment

and remove the contaminants at the

same time, but the volume of equip-

ment, restoration versus replacement

decisions, insurance coverage issues

and re-certification requirements can

delay the process.

You should also have pre-qualified

specialists do the proper testing as

quickly as possible to determine the

quantitative and qualitative corrosivity.

Emergency mitigation procedures,

such as removing surface contamina-

tion and applying corrosion

inhibitors, can buy you the time you

need to make the necessary replace-

or-restore decisions.

2. Perform a structural damage assessment

Have a state-licensed structural engi-

neer (or a professional engineer who

specializes in structural integrity)

perform a thorough investigation of

the structure as quickly as possible.

Be sure the engineer complies with

your state requirements. 

After a fire, the engineer needs to

look at structural conditions, includ-

ing: distortions in structural

columns, beams and slabs, fracturing

of connections, spalling of concrete

members and cracking of concrete

members. 

“If these conditions exist extensive-

ly, perform material tests to

determine if the strength of the

structural materials has been affected

by the fire,” recommends Ian R.

Chin, SE, AIA of the Chicago, Illi-

nois firm Wiss, Janney, Elstner

Associates, Inc. “Perform surveys of

columns and beams to determine the

extent of their distortions and to

evaluate the affect of the distortion

on the load carrying capacity of the

structural members.”

3. Test for hazardous material contamina-

tion OSHA requires every individual

who enters the building to wear pro-

tective clothing and have special

training, depending on the type and

level of non-routine contamination

experts find or suspect at the facility

(including PCBs, asbestos, lead, cad-

mium, mercury, etc.). 

An internal or external certified

industrial hygienist must test for any

health, safety and environmental

concerns that may exist. Once the

hygienist performs an in-depth site

assessment and analyzes samples,

your pre-qualified hazardous materi-

al decontamination specialists can

identify and perform the proper

cleaning and decontamination proto-

cols. 

4. Perform a fire damage assessment Deter-

mine if any routine contamination

exists, such as the by-products of a

fire. In the event of fire, you may

assume some areas of the building are

unaffected. They can still suffer heat-

and soot-related damage, however.

The initial damage assessment

should always address both indirect

as well as direct fire-damaged areas.

Contamination, such as fire combus-

RESTORATION

continued from page 27

Do you know what your

organization’s responsibil-

ities are versus those of

the municipal authorities

and first responders? 

continued on page 30
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tion by-products, may lie hidden

behind the obvious physical damage.

Other building materials can form

sulfates and nitrates. Since each fire

leaves its own unique chemical fin-

gerprint in the soot, what burns in

what quantities under what condi-

tions will determine the chemical

components. 

5. Check water for residual chemical damage

Water from either floods or fire sup-

pression can also carry contaminants.

That water can deposit inorganic

salts from building materials and

atmospheric particulate matter on

exposed circuit boards. Also, chilled-

water systems often contain glycol,

which can adversely affect certain

types of paper and magnetic media.

You should always analyze the water’s

ionic content, acidity, suspended

solids and organic content.

6. Inspect for mold and mildew You need

to be concerned about the growth of

mold and mildew spores anywhere

there was standing water or moist,

humid conditions for more than 48

hours. Mold affects not only the

structure, HVAC systems and critical

documents and magnetic media, but

can produce “sick building syn-

drome” as well.

Have a certified industrial hygien-

ist conduct a thorough damage

assessment and decontamination of

the HVAC systems. With today’s

technology, it is unlikely you will

need to replace the ductwork.

Instead, you can apply the proper

EPA-recognized biocide through var-

ious fogging and cleaning

applications. In compliance with

your local and state regulations, it

will be necessary to do follow-up

clearance sampling as the final step

in returning the facility to a safe and

healthful condition.

7. Care for wet vital records With major

water damage, you can lose vital

records very quickly. In dealing with

paper in moist, humid conditions,

you have about 48 hours before dam-

aging mold and mildew grow.

Reduce high temperatures and

vent the areas as soon as the water has

receded or been pumped out. Keep

water-soaked materials as cool as pos-

sible by good air circulation until

you can stabilize them. 

You should also complete certain

procedures such as washing away

accumulated mud, sewage and dirt

prior to freezing the documents.

When removing wet documents from

file cabinets or shelving, do not

attempt to pull them apart while wet.

Remove all documents in blocks, if

possible, so you do not increase dete-

rioration. Leave a space about the size

of your fist in the packing box for

proper air circulation.

Once the documents are frozen

and/or in cold storage, choose the

proper drying method. Freeze-dry-

ing, a process involving freezing the

documents immediately and then

sublimating them, is the most effec-

tive way to restore water-soaked

documents.

If the documents are not soaking

wet, you can also air dry them

through dehumidification. In this

process, you introduce dry air (by

using either desiccant or refrigera-

tion dehumidification equipment)

into the moist environment which

absorbs the water vapor. 

Successfully recovering vital

records on magnetic media requires

many of the same considerations as

hard copy documents. Water can

erode through the substrate, destroy-

ing data in the process. To be

effective, you must employ proper

recovery procedures, such as restor-

ing a relative humidity below 50°

Fahrenheit and use proper drying

and cleaning protocols within 72 to

96 hours of damage.

The cleaning and drying methods

you use will also depend on the type

or degree of damage. You usually

open and dry water-damaged floppy

diskettes, for example, using iso-

propyl alcohol, then inserting them

into empty jackets and copied onto

new media. Depending on the situa-

tion, you can either freeze-dry or

machine-dry magnetic tapes. While

you must freeze-dry cartridge tapes,

you can dry open-reel tapes on tape

cleaning machines. You can then use

tape drives with recovery software to

copy the information onto new

media, however you need to ensure

the tapes are dry and clean before you

make any attempt to copy the data.

You can lose data on wet microfilm

through improper handling, such as

allowing it to dry on its spool. In

most cases, it is best to leave the

microfilm in water until you can

properly pack it and send it to the

appropriate recovery location. 

Flood waters can contain hazardous

materials and therefore you must

perform the proper health and safety

procedures during retrieval and

recovery of your vital records. 

Being knowledgeable in what is

required in a thorough damage assess-

ment, utilizing personnel who are

trained in this field and executing this

part of the plan in a timely manner allows

senior management to gain the critical

initial damage information they require

to make executive recovery decisions.
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For complete product listings, contents lists
of our kits, and much more, visit our website!!
Or call us today!! 

(800) 826-2201

www.emergencylifeline.com 

Take Action Today! We can help you stretch

limited budget dollars to provide for:

PANDEMIC

SEARCH & RESCUE 

MEDICAL RESPONSE 

EVACUATION

FOOD & WATER 

SANITATION 

LIGHT & WARMTH 

COMMUNICATIONS

WHEN 911 CAN’T RESPOND...

WHAT WILL YOU DO?
WILL YOU REGRET NOT HAVING SUPPLIES?

EMERGENCY LIFELINE CORPORATION

HISTORY

We founded Emergency Lifeline 21 years ago

after the devastating Mexico City earthquake.

Our mission then and now: to assist businesses,

government agencies, schools and individuals

prepare for any type of emergency or disaster. 

Our supplies and kits can now be found throughout

the United States and in many foreign countries!

We are one of the oldest and largest disaster

preparedness companies in the marketplace. 

Be sure your supplier has the experience and

judgment only time can buy!

EMPLOYEE DISCOUNT PROGRAM

For our institutional customers, we offer terrific

discounts to their employees for personal

purchases. After a disaster, a business needs

their employees more than ever! But if they aren’t

prepared at home, they can’t come back to work!
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RECOVERY

WORK GROUP RECOVERY: 
WHERE WILL YOUR EMPLOYEES

WORK AFTER A DISASTER? 
B Y  A L I S O N  D U N N

When your facility is no longer operational following a large-scale disaster, it’s not enough to

simply invoke a disaster recovery plan. Where – and how – will your employees respond and

recover if your building isn’t operational?
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That’s where work group (or work

area) recovery plans come into play.

While disaster recovery plans generally

focus more on the physical assets or data

side of the business, a work group

recovery plan focuses on having a place

for people to work to get the business

back up and running.“The concept of

corporate work group recovery is actually

much different from disaster recovery,

although the terms are often mistaken-

ly interchanged,” says Robert J. Alcorn,

chief operating officer of Indianapolis-

based n\Frame, Inc. “Work group

emphasizes restoring employee opera-

tions and productivity, while disaster

recovery typically focuses on salvaging

physical assets. Companies require both

efforts to fully recover from devasta-

tion.”

There are many options for work

group recovery, including:

• Hot sites: Paying monthly subscriber

fees to an independent vendor for the

availability, space, equipment, and

services of a fully operational facility

• Cold sites: A computer-ready space

an independent vendor holds in

reserve for the company’s own 

systems.

• Mobile recovery centers: Custom-

designed, transportable structures

outfitted with the necessary computer

and telecommunications equipment

which you can transport to your

facility after the disaster 

• Temporary facilities onsite, including

tents or modular buildings, medical,

catering facilities, etc.

• Telework (Telecommuting): Staff

works remotely from home or 

alternate locations via computer 

and telephone

“The emergence of work area recovery

as a high priority DR requirement is

driving demand for more comprehen-

sive, high availability services, similar

to what customers traditionally associ-

ate with hotsite programs,” says Sandy

Guidera, of Recovery Point Systems.

“The result is a fully integrated service

delivery model in which all of the com-

ponents necessary for immediate

resumption of full business functionality,

including the work area facilities, hot-

site services, recovery connectivity,

secure hosting and data storage options

from replication to tape storage are pro-

vided by one vendor at all inclusive

locations. Work area recovery is the cen-

terpiece of this approach.” And so with

many options, and new vendor offer-

ings, how do you develop a work group

recovery plan? We spoke to a number of

industry experts to discover what you

need to consider when designing your

own plan. Here, we outline the strategic

issues of the plan, what important 

elements you should include, the guide-

lines you should use to create your plan

and some common mistakes you should

avoid.

Strategic Issues

“From a strategic perspective, each

organization needs to evaluate how a

work group strategy compliments its

business processes,” says Jim Grogan,

CISM, vice president of consulting

product development for SunGard

Availability Services. “Every issue prob-

ably has a straightforward answer, but

only if the question is considered in

advance of the crisis.”

In other words, the time to plan for

work group recovery is not after a disas-

ter has wiped out your facility. Instead,

you need to plan that recovery well

ahead of time, evaluating exactly who and

what needs to be where after a disaster.

But where do you start? Marv Wain-

schel, of Eagle Rock Alliance, says the

first step is to determine how many

people you will need within specific

time frames after the disaster.

“The obvious reason for this is to

limit pre-disaster expense,” Wainschel

says. “The fewer resources an organiza-

tion needs to allocate pre-disaster, the

less the expense.”

While disaster recovery plans generally focus more on the

physical assets or data side of the business, a work group

recovery plan focuses on having a place for people to work

to get the business back up and running. 

continued on page 34
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Next, once you understand which

functional work groups you must recover

first and the time it will take to recover

them, you need to create a map of what

people will work in what recovery

place. Perhaps you can use a combina-

tion of facilities or alternatives until

your primary facility is up and running.

Would temporary facilities onsite, such

as modular buildings, help restore work

areas nearby employees’ homes, saving

the inconvenience of commuting to an

alternate facility? 

John A. Jackson, executive vice presi-

dent of Fusion Risk Management, Inc.,

says there are a few other strategic issues

to take into account while planning,

including:

• Logistics: How far must employees

travel to reach the alternate facility,

and how long will they stay?

• Communication: How will you tell

employees who must go to the site,

when to go and how to get there?

• Information: How will you protect and

access non-digital information?

• Growth: How long will the recovery

take? How will you grow the work

force as the recovery proceeds?

• Public relations: How will you handle

the press and the media?

Qwest Hosting’s Laurel Burton sums

it up: “At the most fundamental level,

an effective response and recovery plan

is comprehensive, clearly outlines each

group’s critical functions and its priori-

ty in the event of a disaster and provides

processes that are achievable in the

event of a disaster.”

Elements of the Plan

“A good plan identifies everyone’s

critical functions, the time frames of

recovery and the resources you’ll need to

meet those requirements,” says Monica

Goldstein, executive vice president of

CAPS Business Recovery Services.

What else should your plan include?

According to our experts, it should take

into account:

• Communication with employees 

during the response and recovery

• Identifying critical personnel and

when you will need them

• Coordination with outside 

organizations such as shipping, 

mail service, supply vendors, etc.

• Travel to the alternate site and 

commuting considerations

• The infrastructure available 

(food, rest areas, washroom 

facilities and more)

• Documentation, including produc-

tion equipment, home phone

numbers, cell numbers, e-mail

addresses

• OSHA and NFPA regulations, as

well as local codes for evacuation

and shelter-in-place

• Prioritizes functions within the oper-

ation (you can’t keep everything up

and running in a crisis situation)

The plan should also insert a heavy

dose of reality into the planning sce-

nario, says Steve Crimando, managing

director of Extreme Behavioral Risk

Management LLC.

“It’s difficult to model how people

will actually respond during real

events,” he says. “Have all members of

the work group consider the emotional

pulls that may accompany various sce-

narios. Their ability to stay, physically

and mentally, on task can be critical to

both response and recovery efforts.”

Finally, don’t forget to test the plan.

“The most important issue is making

sure people know what to do,” says Vin

D’Amico, founder and president of

Damicon LLC. “In many cases, time is a

brutal adversary. This is why the best-

prepared groups are those that practice

to keep response time to a minimum.”

“A work group response and recovery

plan is only as good as the planning and

testing that goes into it,” agrees Scott

Ridel, product marketing manager for

LightEdge solutions Inc. “Each business

unit is ultimately responsible for ana-

lyzing its critical processes and ensuring

these activities are brought into the full

business recovery plan.”

Guidelines for Planning

Once you’ve determined what you

need in your plan, it’s time to choose

the alternative, or alternatives, that best

fit your needs. Do you choose a hot site,

cold site, a mobile recovery service,

telecommuting or a combination of

more than one?

The following is a list of guidelines to

help you choose.

• Does the solution meet both your

office and technical requirements? 

• Transportation: How will employees

get there? Is there parking? A 

reasonable commute?

• How close is the solution to your

facility? Will an area-wide disaster

affect its operation also? Is there

power redundancy?

• Is the solution shared? What if another

company uses the location first?

• Is it expandable? Safe? Comfortable?

Amenities close by?

• Recovery time vs. Cost (i.e. it can be

either cheap or fast, but not usually

both.)

If it seems complicated, try having an

expert assist in the decision-making

process, says Chris Alvord, CEO of

COOP systems. “Vendors have a differ-

ent vocabulary for the same features,

and tend to obfuscate the issue to try for

advantage,” he says. An expert can help

RECOVERY
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Hoist Your Sail When the Wind is Fair.

877.445.4333 www.recoverypoint.com

Hoist Your Sail When the Wind is Fair.

I N T E G R A T E D  D I S A S T E R  R E C O V E R Y  S I T E  " I D R S "

The best time to think about a disaster is
before one ever happens. At Recovery Point
Systems, we’ve integrated everything you'll
need, under one roof, so you can weather
the worst of storms. Call us for mirrored
voice, data and work-area solutions.

With world-class end-user hotsite and
server hosting facilities, we are your safe
haven in times of trouble. 

So if disaster strikes, it'll be nothing but
smooth sailing.

OPENING SOON: IDRS-2 with 1,000 Work Area Seats!
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you cut through the lingo and deter-

mine which option is right for you.

And remember, a work group recov-

ery plan is about just that: Recovery.

“Think simple and economical,” says

Jim LaRue, president and senior con-

sultant of Dreamcatcher Disaster

Resilience, LLC. “Don’t worry about

glamour, since this is survival mode.”

Mistakes to Avoid

When we polled the experts, they, not

surprisingly, had seen plenty of plan-

ning errors over the years. Many

reported the same mistakes happening

again and again. Here are the most

common pitfalls to avoid.

You overlook change management. Business

processes change, workflows are adjust-

ed and staff come and go. But a lot of

companies don’t take that into account

when either writing or updating plans.

For each company change, you should

review and update your plans, as well as

ensure everyone who acts on the plan

understands the changes.

You don’t plan for growth. It’s one thing

to have a plan that allows mission-criti-

cal employees to work temporarily for

the standard 72 hours. But you can’t

assume your facility will be back up and

running by then – and that everyone

can return to work. Instead, your plan

should include a scenario for the timely

re-introduction of employees to the

temporary work space.

You forget about security. You can’t just be

so grateful for getting connected after a

disaster that you forget security issues.

Your plan should have adequate securi-

ty to ensure your critical information

isn’t available to the world. Don’t forget

physical security either. The alternative

work space should be safe for employ-

ees, as well as keep out anyone you don’t

want there.

You don’t give employees a voice in the plan.

You can’t assume, particularly after a

large-scale disaster, that every employee

is going to have restoring your business

as his or her top priority. By not involv-

ing them in the plan, you may be

missing some key interdependencies

between the functions you deem critical

and the different work groups. Without

employee input, you might not be able

to execute the solution as planned.

Your plan is too limited. Unfortunately,

too many companies only plan for one

type of disaster, such as a small fire, a

leaky roof, or even losing only the facil-

ity. But a large-scale disaster can often

mean you have to deal with more than

one issue. For instance, after Hurricane

Katrina, companies experienced multi-

ple layers of failures, including wind

damage, flooding, power outages,

phone outages, cell phone outages, fuel

shortages, infrastructure damage and

more. The best way to deal with these

issues is with an extensive business

needs analysis and a complete recovery

plan you test on a regular basis.

Pre-planning for Temporary 

On-site Facilities

Businesses and government agencies
are taking a hard look at enormous
potential needs for temporary on-site
facilities that can be quickly set up 
on-site or nearby in the event of a 
disaster. Flexibility is one major advan-
tage. The need may be for temporary
hospitals, an EOC, or sleeping quarters.
Temporary facilities are also being
looked at for work group recovery – 
a place for employees to work when
the building is no longer operational. 

Some Questions to Ask
• Where will your key executives work if

a disaster has impacted your facility?
• What about the media?
• How to configure facilities to

accommodate business units? 
• Could a temporary facility be used for

a business manufacturing process? 

Pros & Cons of Temporary Facilities
Pros…

Light weight, simple and compact.
Often there is little training needed to
set up or tear down. Inexpensive,
tough and durable. Expandable and
dividable into offices and work rooms.
Usually insulated; options allow air
conditioning, heating and power. 

Cons…
Even though tough and durable, they
are not permanent structural units.
May be susceptible to wind, snow,
cold, heat, etc. Must be stored until
needed, thus there are care and
maintenance issues. 

Types of Temporary Shelters
• Used ISO containers modified with

finished interior walls, electrical 
distribution and HVAC. 

• Hybrid shelters are mobile trailers with
fold down walls with fabric wings to
create expansive interior space. 

• Tension arch or air beam shelters are
often utilized for temporary facilities. 

• Trailers, motor homes and campers
provide another option

Pre-Planning Considerations
• Furnishings and equipment should

include communication and wireless
computer systems.

• Plan for satellite communications 
(for voice and data) in case land lines
or cell phone service is down. 

• Mobile restrooms (not port-a-potties)
can be set up.

• Generators, air conditioning, and heat
will be important 

• Hand wash stations, showers and
laundry units may be needed.

• Mobile kitchens can be set up to feed
employees and their families.

• Day care centers can be built into the
plan.

• 24 hour security should be considered.
• Sanitation and cleaning staff should

be pre-contracted.
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AMERICAN MOBILE KITCHENS
Tel: (800) 513-2668
www.AmericanMobileKitchens.com

In times of natural disaster or catastrophic
events, rapid deployment of supplies and 
personnel is mission critical. Our food service
units can be utilized for various applications,
alone or as part of a comprehensive emergency
response plan.

BUSINESS RECOVERY CENTER, INC.
1259 Route 46 East, Bldg 1 
Parsippany, NJ 07054 
Tel: (973) 299-0302 Fax: (973) 335-9507
mhicks@businessrecoverycenter.com
www.businessrecoverycenter.com

For 11 years, BRC has been serving small to
medium businesses with enterprise-level con-
tinuity planning and services. Tailored to the
special needs of the individual business and
any budget.

CAPS BUSINESS RECOVERY SERVICES
Tel: (800) 542-2773 
www.capsbrs.com

Since 1995, CAPS has been providing BC
planning, software and sites. CAPS alternate
sites are equipped for dedicated & shared
workstation and data center recovery, while
meeting “the people” needs. Mobile recovery
& drop-ship available. 

CAT® RENTAL POWER 
PO Box 610
Mossville, IL 61552
Tel: 1-800 RentCat
www.cat-rentalpower.com

Cat Rental Power solutions range from 20-
2000kW power modules. Self-contained units
are housed in enclosures offering sound atten-
uation and fuel containment.

CONSONUS
180 East 100 South, Salt Lake City, UT 84111
www.consonus.com 

AllWaysOn™ Data Centers & Managed Services

With a unique combination of security
expertise, best practices, world class, 
disaster-proof data centers and technology 
systems, Consonus will ensure your critical
business information and computer systems
are managed, protected, and up and run-
ning–100% of the time.

DISASTER MANAGEMENT SYSTEMS, INC.
2651 Pomona Blvd., Pomona, CA 91768
Tel: (909) 594-9596 Fax: (909) 594-8894
www.triagetags.com

Disaster Management Systems manufactures 
products developed specifically to deal with
MCIs including bio, chem, radiological MCIs.
ICS, NIMS, & HICS IV compliant. All Risk™

Triage Tags. 

EMERGENCY LIFELINE CORP.
PO Box 15243, Santa Ana, CA 92735
Tel: (714) 558-8940 Fax: (714) 558-8901
www.emergencylifeline.com

72-hour Personnel Support: Evacuation;
Search & Rescue; Medical Response; Pandemic
Provisions, Food & Water; Sanitation and
much more! Supplying companies worldwide
since 1985. 

EYP MISSION CRITICAL FACILITIES
Rick Einhorn
Tel: (917) 981-6059
reinhorn@eypmcf.com
www.eypmcf.com

EYP MCF is a global consulting engineering
firm focused on the operational continuity
needs of private and public sector clients.

FUSION RISK MANAGEMENT, INC.
John Jackson
Tel: (847) 632-1002 Fax: (847) 632-1028
www.FusionRiskMgmt.com
JJ@FusionRiskMgmt.com

Fusion Risk Management provides Advisory
Consulting Services that fuse together the
diverse principals of IT Risk Management.

GUNNAR MANUFACTURING INC.
Calgary, AB Canada

Tel: (403) 236-1828 Fax: (403) 236-1831
www.gunnar.ca/blasthome.htm 

Gunnar provides safety for employees in high
risk buildings with our Protective Office Fur-
niture System capable of withstanding 40 tons
of rubble keeping the occupant safe beneath it.

INSTAR SERVICES GROUP, L.P.
Kim Crist
Tel: (727) 430-4507
www.instarservices.com

For immediate service contact 
866-RECOVER

KETCHConsulting, INC.
PO Box 641, Waverly, PA 18471
Tel: (570) 563-0868
info@ketchconsulting.com

KETCHConsulting is recognized as the
industry leader in developing alternate site
solutions, long term strategies, and negotiat-
ing hot site contracts. Our database contains
240 alternate sites.

KOHLER RENTAL
Tel: (888) 769-3794
www.kohlerrental.com

When you call Kohler, you’re partnering 
with a national solutions provider with an
inventory of state-of-the-art temporary power,
temperature control and mobile restrooms.
With the equipment and technical support
that fits the job.

NOR E FIRST RESPONSE, INC.
3890 Hammer Drive
Bellingham, WA 98226
Tel: (360) 647-5277 Fax: (360) 647-5906
www.nor-e.com

Mfr. trailer systems for mobile response
including hot site recovery facilities, 
CBRN Decon, medical care, command, 
& staff quarters.

RECOVERY POINT SYSTEMS
75 West Watkins Mill Road
Gaithersburg, MD 20878
Tel: (240) 632-7000 Fax: (301) 548-0682
www.recoverypoint.com

The Region’s only Integrated Disaster 
Recovery Site!

RECOVERY SOLUTIONS, INC.
Tel: (630) 839-9138 Fax: (630) 839-4444
www.recoverysolutionsinc.com

Recovery Solutions offers a comprehensive 
portable DR program with annual testing.
We deliver a fully equipped Bank/Credit
Union with the necessary facility, computer
equipment, communications & security to
allow you to resume business.

SERVICEMASTER CLEAN
Bob Burdge
Tel: (901) 597-8145
www.servicemasterclean.com

For immediate service contact 
866-RECOVER

UNLIMITED RESOURCES 
INCORPORATED
Tel: (904) 521-3634(888) 340-8010
www.unlimitedresources.com

Providing emergency/disaster supplies equip-
ment & services. Temporary office structures,
Turn-key solutions.

WORK GROUP RECOVERY DIRECTORY
FACILITY ISSUE

The following companies offer products and services for mitigation and recovery. These advertisers have made
this special Facilities Edition possible! When you contact them, please say “I found you in the GUIDE!”
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www.nsc.org
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• Setting up a medical treatment area
• Resiliency issues and the utility companies 
• Employee identification and visitor 

management concerns
• Physical security & the data center 

We have researched dozens more topics that relate to facilities. Come to the Online GUIDE.
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• The pandemic threat & commercial
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• Seven types of power problems 
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